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Abstract 
 

Steganography is a technique of concealing secret information within an innocuous-looking carrier signal. Speech 
steganography has become increasingly important in a variety of applications, including military, satellite, and mobile 
communications. However, conventional methods have failed to meet the maximum-security requirements, resulting in 
reduced robustness and imperceptibility performance. In this paper, a novel speech steganography mechanism is proposed 
to address these issues by using shift invariant continuous wavelet transform (SI-CWT) for data hiding. The message data is 
hidden in the low-level speech bands using pseudo noise sequences, resulting in a steganography output speech signal. To 
recover the original speech and message signal, a zero-crossing rate (ZCR)-based speech activity and message detection 
(SAMD) mechanism is applied on the receiver side. The proposed steganography system is evaluated using various 
performance metrics, including robustness, imperceptibility, and security. Simulation results demonstrate that the proposed 
system outperforms conventional methods in terms of these metrics, indicating that it is a promising solution for secure 
speech communication. Additionally, potential limitations and weaknesses of the proposed system are discussed, highlighting 
the need for further research in this area. Overall, this novel speech steganography mechanism has significant potential for 
enhancing the security and reliability of speech communication in various applications. 
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1. Introduction 

The globe has become a global village where information, 

entertainment, attitudes, and other things all move about at 

breakneck speed thanks to the exponentially developing 

internet technologies, mobile telephone, speech-video 

communications, etc.[1] There is a continuing need for 

effective data storage, transport, and retrieval techniques since 

the amount of data transferred across these networks keeps 

growing in exponential proportions on a daily basis. One of 

the technologies that enables this is data steganography,[2] 

which uses a variety of approaches to steganography huge 

amounts of data, allowing us to save money, time, space, and 

bandwidth.  

In a wide range of applications,[3] including satellite, 

mobile, and military communications, speech steganography 

plays a significant role. The need for highly secure voice and 

message transfers in these communications necessitates the 

development of steganography systems with enhanced 

security. Our use of technology for communication is 

undergoing revolutionary changes on a constant basis.[4] 

Depending on how well the reconstructed signal must be, it is 

classified in this way.  

The fundamental steganography technology utilized in 

real-time speech communications is shown in Fig. 1. 

Steganography is employed in this case to embed hidden 
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information into each subblock of the cover; the quantity of 

data samples used for the hidden information should range 

from 2 to 4, since these increases embedding capacity and 

minimizes loss.[5] In the original speech transmission, the 

concealed speeches are divided into intensity blocks, with the 

embedding process in each block being comparable to the 

genuine scale one. This procedure continues for another two 

intensity blocks.[6]  

Figure 1 shows the steganography principle in the mobile 

communication system. Technical steganography and network 

steganography are two separate ways that have traditionally 

been used to classify speech steganography techniques.[7] To 

deliver the digital file flawlessly, technical steganography 

transmits the voice signals produced by the steganography as 

well as the digital media data used as the cover through 

transport protocols like TCP or IP. On the other hand, network 

steganography techniques inject the hidden information data 

using Speech over IP (SoIP) fields and use the protocol fields 

as the cover speech.[8] In the aforementioned approaches, the 

application areas and specifications differ. The prerequisite for 

technological steganography, for instance, is to create the 

system to withstand attacks like having an un-detectable 

ability. However, the more significant characteristics of 

network technology in real-time applications are jitter, which 

is a change in the received signal's latency, and packet loss.[9]  

Audio steganography is the art of protecting data by hiding it 

in an audio file; the hidden data may be a picture, a text, a 

video, or even another audio; this method is commonly used 

to secure copyright for audio recordings in order to retain the 

rights of the file's owners. The greatest difficulty that all 

steganographic methods face comes from the human auditory 

system's (HAS) extreme sensitivity.[10,11] Audio steganography 

can be accomplished using a variety of methods, including 

LSB, phase coding, echo hiding, and spread spectrum coding. 

The most well-known and convenient technique is called LSB, 

in which the LSB of the cover value is used to substitute the 

bits of hidden data.[12] Data of any sizes may be concealed 

using the LSB steganography approach. Sadly, the channel 

noise these data produce makes them perceptible,[13] whereas 

transform domain strategies made use of the auditory system's 

ability to conceal by placing the low frequencies next to the 

high frequencies that are heard. One of the drawbacks of the 

LSB approach is that it is not a secure method. This is due to 

the fact that it is very simple to hack the secret message and 

extract it by any anyone who is not permitted to do so.[14] 

Creating a mechanism to secure information and assure its 

security during transmission is the main challenge. In audio 

steganography, an audio serves as the cover, and an 

informative file, a picture, or a noise might serve as the secret 

information.  

In Ref. [15] authors described the Pixel Value Difference 

(PVD) based speech steganography method, in which the 

cover speech was separated into non-overlapping blocks of 2 

× 2 size, and the difference value between two samples in each 

block was determined. A pixel's amount of alteration has been 

made based on the difference value and the input data 

sequence. An updated hidden Markov model was used by the 

authors[16] in to reduce hidden time, reduce computing costs, 

and improve security while increasing data retrieval. They 

created an authentication technique that combines data 

concealing, chaotic encryption,[17] and semantic segmentation 

to increase security, bandwidth efficiency, and resistance to 

steganalysis assaults. In Ref. [18] writers concentrated on 

dismantling YASS, another steganography technique. The 

authors noted that the embedding site choices made by the 

YASS method are not random and are thus simple to 

identify.[19] The assault was aided by the characteristics being 

extracted using the steganalysis observation domain (SO-

domain). The SO-domain only partially accesses the 

concealed data, and the placement of the embedding 

determines how well the system can identify it. Authors have 

suggested a safe encryption-based solution in Ref. [20] for 

obfuscating sensitive information in cover speech files 

employing Parity and XOR in addition to encryption to 

increase degrees of security. This technique increases the 

amount of LSB bits required for embedding while keeping the 

perceptual quality of the output voice signal from 

steganography at a high level. The primary goal of 

steganography-based approaches is to maximize the volume 

of hidden data that may be conveyed to the precise receiver. 

In order to have a big cover file relative to the secret 

information size and demand a considerable amount of 

bandwidth, the transform domain approach[21] and the 

temporal domain method are required. As a result, several 

voice steganography methods are used. 

The secret information is categorized using vector 

quantization,[22] and the concealed information in the receiver 

is then reconstructed using the same codebook. The method[23] 

uses the threshold to cut down on the amount of time needed 

for fractal steganography coding. The drawback of this plan is 

that both ends of the code books must be present. To lower the 

temporal complexity compared to the conventional approach, 

authors in Ref. [24] proposed using projected fractal coding 

with affine mapping voice steganography technique and block 

index descriptor that selects the best matching block. High 

embedding capacity without descriptors and adequate voice 

steganography quality are provided by another method.[25] The 

widely used simplistic technique for message concealing is 

called LSB-based embedding,[26] and it involves hiding the 

concealed message at the least important sections of cover 

speech samples. It appears to be an original speech because 

the only change in the cover sample is in the LSB, which 

would not significantly alter the stego object. The intensity 
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Fig. 1 Speech steganography system in Network communication. 

 

components of the original cover object were split up, and 

each intensity speech frame underwent an embedding 

procedure. The stego object is created by combining the 

intensity speech frames after that. The PVD-based 

approaches[27] took advantage of the features of the human 

visual system, which is more sensitive to tiny changes in 

smooth regions than in edges. After comparing the values of a 

sample with those of its neighbors to determine the number of 

embedding bits in that sample, the method decides whether to 

improve the embedding capacity by using extra bits if the 

difference is significant.  

The embedding samples in the sample mapping 

technique[28] are chosen using a mathematical function that is 

dependent on the sample intensity value of the seed sample 

and its neighbor samples. By applying an embedding process 

to both the seed sample and its neighbor, as well as a threshold 

value, the algorithm determines the boundary condition for the 

samples and their neighbors. The Fibonacci algorithm or other 

random generation techniques were used in the random 

sample approach[29] to choose the random sample sites where 

embedding happened. Texture-based embedding is a common 

spatial domain steganography[29] method. This method divides 

the cover speech and concealed speech into a number of 

subblocks of a given size. The ECG steganography 

methodology, which uses the tunable Q-factor wavelet 

transformation (TQWT) and SVD algorithms, provides a more 

secure and private way to encrypt patient data.[30,31] The 

fundamental difficulty in developing a steganographic system 

is maintaining a just balance between resilience, security, 

imperceptibility, and increased bit embedding rate.[32] A state-

of-the-art coverless steganography that makes the most of the 

audio and frame picture features of the video. The first three 

characteristics that are extracted to produce hash bit sequences 

are the DWT (discrete wavelet transform) elements and 

instantaneous energy levels of audio, along with the SIFT 

(scale-invariant feature transformation) feature that 

characterizes frame pictures. Create a retrieval database based 

on the connections between the three characteristics of the 

related films and the produced bit sequences.[33] Using 

machine learning techniques, testing procedures can be 

automated, made more efficient, and the number of test cases 

needed can be cut in half. New metrics can also be introduced 

to measure the effectiveness of testing.[34] As a result of its 

increased redundancy and faster data transfer rates than 

analogue audio signals, digital audio signals are frequently 

employed for steganography. The LPC10, CELP, and MELP 

audio standards are used for audio and speech processing. 

They are strong, high-quality speech coding techniques that 

offer very precise estimations of audio characteristics and are 

frequently used in communications.[35] Hamiltonian cycles on 

triangular meshes are used to produce beautiful space loops 

that fill up 3D surfaces, whereas travelling salesman art is used 

to make artistic surface loops by mapping out picture shapes.[36] 

Most of the approaches have remain vulnerable, and we are 

working on developing a new hybrid steganography technique 

to address the security vulnerabilities[37] that have been 

brought to our attention. The CWT method utilizes a multi-

scale analysis approach by first examining lower frequencies 

with a larger window size and then studying higher 

frequencies with a smaller window size. Because of this, the 

CWT will adaptively select a higher frequency resolution and 

a lower time resolution when it is processing lower 

frequencies, but it will select a frequency accuracy and a 

higher time resolution when it is processing higher frequencies. 
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The major contribution of the research are as follows: 

➢ Consequently, the topic of this study is sophisticated 

speech steganography using SI-CWT. It is a technique for 

concealing data using pseudo noise patterns in low level 

speech bands that is also referred to as steganography. After 

that, the receiver reconstructs the original voice and message 

signals using a SAMD method based on ZCR.  

➢ An extractor is a crucial component of a steganography 

technique that is used to recreate the secret audio from the 

stego-audio. This may significantly lessen feature loss and is 

made up of five resolution blocks that are constructed with a 

residual network structure to learn the acoustic characteristics 

of various frequency bands on the audio spectrum. The 

outcomes of the experiment indicate that this extractor may 

ensure the full transmission of a secret audio in both auditory 

and semantic aspects. 

➢ The proposed method may practically withstand detection 

by steganalysis tools because to the similar distributions of the 

sample values between the stego-audio and actual audio. On 

the already-created or existing audio cover, it also doesn't 

perform any embedding actions. 

Section 1 of the study, together with related work and 

introduction, is contributed. The suggested approach is 

covered in Section 2. The results and a discussion of the 

suggested method are covered in Section 3. The conclusion 

and foreseeable scope are covered in Section 4. 

 

2. Methodology 

2.1 Proposed methodology 

The domains of the steganographic algorithm are spatial and 

transform. To lessen the distortion, the texture patterns from 

the cover speech are mapped with the secret speech using 

similarity measurement. In embedding techniques based on 

histograms, pairings of zero points, peak points, or points with 

a comparable intensity level are found in the cover speech's 

histogram, and fusion is then performed at the corresponding 

spots. Each instance of the input message was a speech signal 

that was approximately two minutes long, had a payload of 

more than two thousand bits, and was input. In SSIP, the 

encoder and decoder both made use of a similar pseudo-noise 

sequence generator and a key that was utilized to pinpoint the 

sample's location throughout the embedding process. Less 

mathematical complexity, a lower likelihood that cover speech 

will deteriorate, and a higher likelihood that more concealed 

information will be embedded are all benefits of spatial 

domain approaches. In contrast, the manipulation of the cover, 

the destruction of the hidden information by the eavesdropper, 

and the fact that the majority of the algorithms depend on 

speech cause loss in the hidden information in the spatial 

domain steganography. Thus, the implementation of transform 

domain-based voice steganography was taken into account in 

this study. 

 

2.2 Steganography embedded system 

The secret message is embedded in the cover object, which 

serves as a carrier, and once the embedding procedure is 

complete, the output object is known as the stego speech. The 

technique used to choose where alteration occurs inside the 

cover, the sorts of embedding operations, and the number of 

bits that must be updated in each sample of the cover have all 

had an impact on the steganographic security. 

The block diagram of the transform domain steganography 

that has been suggested for embedding various kinds of 

confidential information is shown in Fig. 2. The cover speech 

was translated into frequency domain using the SI-CWT 

transform in the transform domain encoder, and any type of 

secret information was then inserted into the cover speech. 

Following embedding, the embedded signal, known as stego 

speech, is subjected to the inverse SI-CWT transform before 

being sent across the public channel. The stego speech has 

been subjected to the SAMD method in the decoder to obtain 

the secret data. 

The protection of data from tampering or attacks by 

hackers or eavesdroppers on transmitting channels is referred 

to as robustness. Additionally, the terms imperceptibility and 

capacity refer to the quantity of data that may be concealed in 

a cover speech and the inability to tell the difference between 

the original cover speech and the hidden information. 

 
Fig. 2 Embedding of proposed speech steganography system. 

 

2.3 Steganography extraction 

A speech frame's speech content or the presence of 

background message is determined by the SAMD. The 

DTX/SCR codes the speech frame using either the ACELP 

encoder or the comfort messaging system depending on the 

decision made by the SAMD algorithm, which then sends the 

decision to the SAMD algorithm. 20 millisecond speech 

frames sampled at 12.8 kHz are used as the input to the SAMD. 

The signal is split into 12 subbands for each input speech 

frame, and the intensity of each subband is determined. For the 

identification of strongly periodic signals, like speech, a tone 

detection function based on the open-loop pitch gains obtained 

by voice encoder is used. The estimated speech and message 

levels for each speech frame are computed. While the message 

is estimated independently in each sub-band for speech, just 
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one guess is made for all bands. Next, an input SNR is 

determined using the estimated background message. An 

adaptive threshold that was based on message and speech 

estimations was used to evaluate the SNR in order to reach an 

intermediate conclusion. The final SAMD choice was made 

by adding a hangover to the intermediate decision so as not to 

code low pitch endings of speech segments as message. 

Pitch computation and ZCR-based SAMD are the two 

components of this method. In classifying the message and 

speech frames in SAMD, the ZCR plays a crucial role. The 

ZCR uses the zero-crossing count (ZCC) as a conditional 

parameter to distinguish between speech and message signals. 

In order to produce ZCC, it was customary to keep track of 

how loudly each frequency sample in the speech spectrum was 

being presented. In contrast to message signals, which have 

high ZCC values due to the absence of pitch, speech signals 

have low ZCC values due to pitch presence. To recognize 

voice and message signals, Fig. 3 shows a detailed block 

layout of the SAMD of the ZCR. 

Step 1: The voice signal is first applied to the end-to-end 

detection, identifying the upper and lower pitch levels as well 

as the frequency restrictions. 

Step 2: To ensure accurate analysis, the speech signal is split 

up into several speech frames. In this case, the message data is 

handled as the minor speech frame, and the voice data is 

largely treated as the major speech frame. 

Step 3: These speech frames are used to estimate the short time 

average zero crossing rate, effectively calculating the ZCC 

values. 

Step 4: The ZCC-based ZCR values were then contrasted with 

the accepted threshold values; if the speech falls inside the 

threshold region, it is handled as a message signal; otherwise, 

it is treated as a speech signal. As indicated in Fig. 4, if a 

comparison is not made, it is seen as a scenario that is 

uncertain. The ZCC Distribution for messages and speech at 

various frequencies is explained. 

Step 5: If there is a doubtful circumstance, the speech signal is 

once again separated into numerous sub-speech frames for in-

depth examination.  

Step 6: With the help of the hamming window, the sub speech  

frames are once again used to the calculation of the short time 

average zero crossing rate. In this case, the hamming window 

performed an accurate analysis of the data and calculated the 

message samples. Speech and message data are extracted 

through a series of iterations of the process. 

The mathematical analysis of ZCR show in Fig. 4 and 

explained in Equation (1) as follow: 

𝑍𝑛 = ∑ |𝑠𝑔𝑛[𝑥(𝑚)] − 𝑠𝑔𝑛[𝑥(𝑚 − 1)]|𝑤(𝑛 − 𝑚)∞
𝑚=−∞    (1) 

𝑤ℎ𝑒𝑟𝑒 

𝑠𝑔𝑛[𝑥(𝑛)] = {
1, 𝑥(𝑛) ≥ 0

−1, 𝑥 < 0
                     (2) 

Here, 𝑥(𝑚) is the present value of speech sample and 

𝑥(𝑚 − 1)  is the previous value of speech sample. Here, 

𝑤(𝑛 − 𝑚)  is the hamming window coefficients shows in 

Equation (2) and 𝑍𝑛 is the ZCC count. 

𝑤(𝑛) = {
−

1

2𝑁
𝑓𝑜𝑟, 0 ≤ 𝑛 ≤ 𝑁 − 1

0   𝑓𝑜𝑟, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
       (3) 

Finally, 𝑤(𝑛)  represents the extracted message data from 

using Equation (3). 

 

3. Result and discussion 

Examining the simulation results in great detail is the focus of 

this paper. To compare the effectiveness of the suggested 

strategy to other artificial intelligence methodologies now in 

use, a number of qualitative metrics are used. 

 

3.1 Dataset 

100 speakers divided across 5 training speech samples (100 

speakers total) and 1 testing speech sample (100 speakers 

total). The dataset derives its information from the following 

sources: 

https://www.kaggle.com/datasets/piyushagni5/berlin - 

database-of-emotional-speech-emodb/code; 

and https://www.kaggle.com/datasets/kongaevans/speaker-

recognition-dataset. A total of 600 speech snippets in different 

audio formats, including MPEG, MP4, and MP3, are included. 

Following pre-processing, the samples were added to the.wav 

 
Fig. 3 SAMD based speech and message extraction system. 

https://www.kaggle.com/datasets/piyushagni5/berlin-


Research article                                                                                                                                                                                Engineered Science 

 

6 | Eng. Sci., 2023, 25, 950                                                                                                                                                     © Engineered Science Publisher LLC 2023 

 
Fig. 4 Definition of zero-crossings rate. 

 

file and made ready for use. It is vital to fine-tune the settings 

before utilizing them because each speech sample has a 

duration of 5 to 10 seconds. The total dataset has a length of 1 

hour and 40 minutes and a size of 600 MB.  

 

3.2 Subjective performance 

On two separate speech signals, operations for message 

extraction and embedding are shown in Figs. 5 and 6. The 

message "anushasan" is stored in speech sample 1 and the 

message "MATHURA" is stored in voice sample 2. The final 

result is that both messages are flawlessly extracted and 

implanted, demonstrating increased imperceptibility 

performance. Additionally, there is no difference between the 

raw speech and the speech that was rebuilt, demonstrating 

increased robustness performance. Table 1 shows the 

Correlates of correlation and bit error rate (BER) values in 

comparison to noise attack. 

 

Table 1. Correlates of correlation and BER values in comparison 

to noise attack. 

Method 

BER 

CC Exclude 

noise 

With noise 

FFT-based Approach[38] 0.000512 4.23 0.917324 

DWT-based technique [20] 0.000001 0.00156 0.97243 

SI-CWT with SAMD 0.00 0.00053 0.99998 

 

Two sections make up the performance review. In the first 

part of the study of the confusion matrix, the rate of false 

negatives (RFN), the rate of false positives (RFP), the rate of 

true positives (RTP), as well as the rate of true negative (RTN) 

are all investigated. The confusion matrix was utilized in the 

training and testing of the datasets, as well as the measurement 

of the detection accuracy. Standard datasets were utilized in 

the experiment designed to discover anomalies. The confusion 

matrix is examined using the calculated values of RTP from 

Equation (4), RFN from Equation (7), RTN from Equation (5) 

and RFP from Equation (6). The false positive rate (RFP) is 

calculated by dividing the entire number of negative cases by 

the total quantity of false positives (FP) that were not correctly 

categorized as negative instances. The ratio of positive 

instances that were incorrectly labelled as false negatives (FN) 

to all positive cases is used to determine the false negative rate, 

or RFN. The number of negative instances that were 

mistakenly stated as true positives (TP) is divided by the total 

number of negative cases to arrive at the RTP. The ratio of 

positive instances that were mistakenly classified as true 

negatives (TN) to all positive cases is used to compute the true 

negative rate, or RTN and comparative results are shown is 

Table 2 and Fig. 8 presented an accuracy performance for 

confusion matrix. the time-domain waveforms of the original 

secret audio files, while the right column displays the 

reconstructed secret audio files presented in Fig. 7. 

Rate of True Positives =
True Positive

Ture Positive+False Negative
  (4) 

Rate of True Negative =  
𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
  (5) 

 
Fig. 5 (a) shows original audio and (b) shows the stego file with secret message. 
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Fig. 6 (a) shows original audio and (b) shows the stego file with secret message. 

 

Rate of False Positives =
𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
   (6) 

Rate of False Negatives =  
False Negative

False Negative+True Positive
  (7) 

Table 2. Comparison of the various accuracy parameters. 

ER% TP TN FN FP TPR TNR TAR FNR FPR FAR 

10% 54 72 21 3 71.62 98.11 86.75 29.02 3.12 16.53 

20% 59 72 15 3 82.56 98.11 89.99 18.74 3.12 12.01 

50% 66 70 6 3 92.06 98.11 96.14 7.04 3.12 5.16 

80% 68 70 4 3 96.83 98.11 97.53 4.77 3.12 3.87 

100% 70 70 3 3 98.11 98.11 98.11 3.12 3.12 3.12 

 

3.3 Objective performance 

The effectiveness of the suggested method is contrasted in 

Table 3 with that of more established techniques like 

DWT,[16,39] SWT,[18] and RDWT.[20] Based on the simulations, 

it can be seen that the suggested speech steganography method 

outperformed all other methods for all measures presented in 

Fig. 9.  

Table 3. Performance comparison. 

 DWT[16,39] SWT[18] RDWT[20] Proposed 

Entropy 9.8260 9.9756 11.314 12.034 

MI 1.7546 1.8687 2.39837 2.5142 

PSNR 31.140 35.067 36.3268 58.231 

SSIM 1.0730 1.1087 1.13664 1.2643 

STD 0.0581 0.5141 0.04428 0.0258 

RMSE 0.02009 0.2608 0.01918 0.0004 

 
Fig. 7 Secret audio files' time-domain waveforms are displayed in the left column, while those of the reconstructed secret audio files 

are displayed in the right column. 

(a) (b)
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Fig. 8 Accuracy performance comparison. 

 

The ambient sound impact is the main issue, and it needs 

to be decreased and optimized in order to increase the 

effectiveness of the speech steganography system. As a result, 

the effectiveness of the proposed audio steganography system 

is assessed in terms of the hidden message that can be gleaned 

from the stego speech through the inclusion of random 

impulse noise. Although the recovered secret messages 

utilizing the DWT-based approach[40] have a higher mistake 

rate, the ZCR-based voice steganography-based 

communications do contain noise attacks. Comparatively, a 

proposed SI-CWT with SAMD technique recovered encrypted 

data with zero error rates. In addition, bit error rate and 

correlation coefficient for both existing and proposed hybrid 

voice steganography systems are computed and displayed in 

Table 1 for comparison. The main limitation of the proposed 

method is to assess the algorithm's accuracy, various data 

kinds can be hidden from view in each frame, along with 

various attacks or noises. 

The designed technique includes both a case for speech 

steganography efficiency alongside and without pause 

removal. CPU running time is also measured to evaluate the 

performance of the proposed voice steganography system 

based on pause elimination. Additionally, the suggested SI-

CWT with SAMD methodology was tested for resistance to 

noise attack and outperformed other voice steganography 

methods on the basis of both BER and CC parameters. Last 

but not least, thorough simulation research showed that the 

suggested voice steganography delivers the best results when 

compared to the traditional methodologies. The efficiency of 

the designed SI-CWT, in which the cover speech, stego speech, 

and reconstructed speech are all of same size and look very 

similar to one another, which results in higher imperceptibility  

 
Fig. 9 Proposed Speech steganography mechanism performance comparison. 



Engineered Science                                                                                                                                                                                Research article        

 

© Engineered Science Publisher LLC 2023                                                                                                                                                       Eng. Sci., 2023, 25, 950 | 9  

and robustness features as compared to existing speech 

steganography systems. 

 

4. Conclusions 

This article is focused on the construction of an advanced 

speech steganography system that makes use of the SI-CWT. 

The message data is then concealed into low-level speech 

bands with the use of pseudo noise sequences, which results 

in the generation of the steganography output speech signal as 

a result. Once this is accomplished, a ZCR based SAMD 

method is implemented on the receiver side in order to recover 

both the original speech and the message signal. Exceptional 

reliability as well as safety were demonstrated by the 

recommended method's covert communication. Experimental 

and theoretical analyses show that the offered method not only 

guarantees the full semantic communication of secret audio 

even with the face of distortion, but also offers exceptional 

security and undetectability. Future work on this topic could 

be expanded to include the implementation of high secured 

vocoders for military applications can be implemented. 

Offering security-based voice conversion is a vocoder's 

fundamental feature. In order to effectively incorporate the 

proposed method in speech steganography while protecting 

against additional signal processing attacks like MP3 

compression, amplitude scaling, cropping, synchronization 

attacks, etc., it is effective for removing pauses from speech. 

This approach is based on deep learning convolutional neural 

networks. 
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