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Abstract

Lightweight neural networks are widely deployed in resource-constrained environments such as mobile devices and edge
computing. However, they often struggle to achieve a reliable balance between accuracy and robustness, particularly under
adversarial attacks. This limitation poses significant risks in safety-critical applications like autonomous driving and healthcare,
where both high performance and reliability are essential. To address this challenge, we propose attention distillation
enhancing robustness (ADER), a novel adversarial distillation framework that integrates self-attention mechanisms and a dual-
teacher strategy. Unlike conventional single-teacher methods, ADER simultaneously distills knowledge from a clean teacher
and an adversarially trained teacher. Furthermore, it incorporates cross-domain attention maps as auxiliary supervision to
guide the student model’s spatial focus during training. This design enables the student to capture both discriminative and
robust features effectively. Extensive experiments on Canadian institute for advanced research (CIFAR)-10 and CIFAR-100
demonstrate that ADER consistently outperforms state-of the-art adversarial training and distillation methods. The proposed
method achieves substantial improvements in both clean accuracy and adversarial robustness, highlighting its potential for

secure and efficient deployment of lightweight models.
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1. Introduction

Deep Neural Networks (DNNs) have become indispensable
tools for addressing complex tasks, including
recognition and biometric verification.!'” However, Szegedy

et al.® revealed a critical vulnerability: DNNs are susceptible

image

to adversarial ~ manipulations—subtle  perturbations
imperceptible to humans—that can significantly degrade their
performance. This vulnerability poses substantial risks in high
stakes scenarios such as autonomous driving and medical
diagnostics, where model reliability is paramount.

Since the pioneering work by Szegedy et al. unveiled the
vulnerability of neural networks to adversarial samples,?
numerous attack methodologies have been developed,
including FGSM,¥ PGD,® and CW.) These attacks are
generally categorized into white-box and black-box attacks.!-

19 In white-box attacks, the attacker has full access to the
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model parameters and utilizes gradient-based optimization to
generate adversarial samples. In contrast, black-box attacks
rely solely on the model’s output, requiring numerous queries
to approximate gradients indirectly. Despite extensive research,
robust defense against adversarial attacks remains challenging,
underscoring the urgent need for developing more effective
and computationally efficient defensive strategies.

Current strategies to defend against adversarial attacks
include gradient masking, auxiliary model deployment,
adversarial training,!'""¥) adversarial distillation,!"! fuzzy
gradient techniques,!™ and robust network architectures.!'®
Among these, adversarial training is widely regarded as the
most reliable, as it improves model robustness by integrating
adversarial examples during training. However, this approach
typically demands considerable computational resources,
especially for large neural networks,!'” and often compromises
performance on clean inputs. Such trade-offs between
robustness and accuracy become even more severe for
lightweight models, which already face strict constraints on
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computational resources and deployment feasibility. The
principle of adversarial training can be formulated as a
minimax optimization problem, as shown in Eq. (1):

min—8 [E_((x,y) ~D)] [max~+(5 €
Q) L(f(x+6;0),y)]

where f represents the neural network with parameters 0, (x, y)
are clean samples and labels from the data distribution D, and
O denotes the adversarial perturbation constrained by Q to
ensure imperceptibility. However, this optimization problem
typically incurs substantial computational overhead, especially
for large-scale models.

Adversarial training methods such as TRADES [11] and
MARTM™! represent important progress, with TRADES
balancing robustness and clean accuracy, and MART further
enhancing robustness by addressing misclassification risks.
However, adversarial training in general still suffers from high
computational cost and tends to reduce clean accuracy,
especially for lightweight models.

To overcome these limitations, knowledge distillation has
emerged as a promising alternative, particularly well-suited to
resource-constrained scenarios. For example, RAD!" transfers
robustness from a large teacher to a lightweight student; IAD!!
recommends using identically structured teacher—student pairs
for more effective transfer; and RSLADP” leverages robust
soft labels to further improve student performance. While
these improvements, they
predominantly rely on a single-teacher structure, which limits
their ability to simultaneously preserve clean accuracy and

(M

methods achieve notable

adversarial robustness.

To address these specific challenges, we propose ADER
(Attention Distillation Enhancing Robustness), a novel
adversarial distillation method utilizing self-attention and
multiple teachers to significantly enhance the robustness and
accuracy of lightweight models. Unlike conventional single-
teacher distillation methods, ADER leverages two high-
capacity pre-trained models simultaneously: one model
dedicated to robustness transfer and another focused on
accuracy retention. In addition to traditional soft-label
knowledge distillation, ADER explicitly incorporates attention
maps as auxiliary guidance. Since attention mechanisms are
widely recognized as powerful tools for improving neural
network interpretability and feature localization, it is natural to
integrate them into adversarial distillation. These mechanisms
are generally categorized into gradient-based and response-
based visual explanations. Gradient-based methods, such as
Guided Back-propagation®!! and Grad-CAM,*>*! use positive
gradients to generate attention maps that highlight class-
specific features across models. In contrast, response-based
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methods like CAMP4 and ABN®! provide direct visualization
of a network’s attention during the forward pass, enabling
immediate and intuitive interpretation of its focus areas. This
design directs the student model’s attention to critical input
regions more effectively, a distinctive feature setting it apart
from previous attention-based distillation approaches.

Extensive experimental evaluations demonstrate that
ADER  markedly
lightweight models, achieving increases of up to 11.99% on
CIFAR-10 and 16.95% on CIFAR-100 under PGD-TRADES
attacks when benchmarked against existing adversarial
training and distillation methods. The main contributions of
our method are summarized as follows:

(1) We introduce ADER, an attention map-based
adversarial distillation approach that simultaneously boosts the
robustness and clean accuracy of lightweight student models.

(2) We propose a unique auxiliary attention structure
designed explicitly to help student models focus on essential
input features, thus distinctly enhancing model performance.

(3) Comprehensive experiments validate that our proposed
method  outperforms techniques,
demonstrating its practical effectiveness
robustness scenarios.

improves adversarial accuracy for

existing clearly

in adversarial

Comprehensive experiments validate that our proposed
method  outperforms clearly
demonstrating its practical effectiveness in adversarial
robustness scenarios.

existing  techniques,

2. Method

This section introduces a novel attention-guided knowledge
distillation framework, which aims to simultaneously
improve both robustness and clean accuracy of lightweight
neural networks (see Fig. 1). The proposed method
integrates two key components: (1) an attention map transfer
mechanism that enhances interpretability and robustness,
and (2) a multi-teacher distillation strategy that allows the
student model to learn from both clean and adversarial
knowledge sources. The following subsections elaborate on
each component.

2.1 Attention
interpretability
To address the challenge of poor attention quality in
lightweight models, we propose to transfer attention maps
from high-capacity teacher networks to guide the student’s
learning process. Attention maps act as interpretable indicators
of the model’s focus, highlighting the input regions most
relevant for classification. However, due to limited
representational capacity, lightweight models often produce
noisy or diffuse attention distributions, which degrade both
performance and interpretability.

map transfer for robustness and
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Fig. 1: Overview of the proposed multi-teacher adversarial distillation framework.

To mitigate this issue, we incorporate an attention transfer
module into the distillation framework. The student model is
explicitly encouraged to mimic the teacher’s attention behavior,
enabling it to concentrate more effectively on semantically
salient regions. This design not only enhances interpretability
but also improves the model’s robustness against adversarial
perturbations.

The design of the Attention Block in our study draws
inspiration from.”” It comprises a series of N x 3 x 3
convolutional layers, where N denotes the number of channels
from the preceding layer. The input to the Attention Block
undergoes transformation through K x 1 x 1 and 1 x3x3
convolutional kernels, resulting in a 1 X h X w attention map.
For effective attention map generation during training, the
block is followed by K x 1 x 1 convolutions and Global
Average Pooling (GAP), enabling the generation of class
probabilities, where K represents the number of classes.

The attention map M(xi) modulates the feature map gc (xi)
via a residual enhancement mechanism, as shown in Eq. (2):

gt (xi) = (1 + M(xi))ge (xi) )

where g c (‘) is the refined feature representation. This
modulation amplifies

salient features while suppressing irrelevant ones, thereby
improving both the discriminative power and interpretability
of the student model.

From a theoretical perspective, adversarial examples
typically disrupt model predictions by shifting attention
toward misleading or irrelevant regions. Our attention
distillation mechanism explicitly aligns the student’s spatial
focus with that of robust teacher models. This alignment is
enforced during training by minimizing the divergence
between the student and teacher attention distributions, as
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shown in Eq. (3):

Latt = KL(Ms (x)IIMt (x)) 3)

where Ms (x) and Mt (x) denote the attention maps of the
student and teacher, respectively. By encouraging spatial
consistency under both clean and adversarial inputs, the
student learns to preserve stable attention patterns even when
exposed to perturbations.

In addition, the residual attention mechanism functions as
an implicit denoising operation. It selectively strengthens the
impact of semantically meaningful features while reducing the
influence of perturbed or noisy regions. Together, these
mechanisms—spatial alignment and feature enhancement—
form a robust foundation for improving both accuracy and
adversarial resilience in lightweight neural networks.

2.2 Multi-Teacher distillation with clean and adversarial
knowledge
To further boost the robustness of the student network, we
propose a multi-teacher knowledge distillation strategy that
leverages both clean and adversarial teacher models. While
adversarial training has demonstrated strong robustness for
large models, its benefits diminish when applied directly to
compact architectures. To address this, recent work has
explored knowledge distillation as a more efficient alternative.
The classic knowledge distillation objective can be defined
as Eq. (4):

(arg min)T6S (1" =" a)L(S(x),y) + a-

KL(S(x),T(x)) @

where L is the standard cross-entropy loss, and KL denotes the
KullbackLeibler divergence between the student S(-) and
teacher T(-) predictions. The parameter o balances the
contributions of hard labels and soft teacher outputs.
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However, adversarially trained teachers often suffer from
degraded cleansample accuracy. To overcome this trade-off,
we employ a dual-teacher paradigm: a clean teacher ensures
high standard accuracy, while an adversarial teacher imparts
robustness. Furthermore,
methods that rely solely on soft logits, we also transfer
attention maps from both teachers, enabling the student to
learn feature-level and spatial cues associated with robustness
and interpretability.

The distillation loss from the clean and adversarial teachers
is shown in Eq. (5) and (6):

unlike traditional distillation

Lclean = KL(S(xclean), Tclean (xclean)) +

KL(MS (xclean), MTclean (xclean)) ()

Ladv = KL(S(xadv),Tadv (xadv)) +

KL(MS (xadv), MTadv (xadv)) (6)

where MS and MT denote the attention maps of the student
and teacher, respectively, and xadv is generated using the
standard PGD attack, as shown in Eq. (7):

x_"adv" = arg max+(§ €

Q) CE (S(x_"clean" +6;6_5),y) M

with & representing the adversarial perturbation constrained
within a norm-bound set Q.

To balance the contributions from both teachers, we define
the total loss as shown in Eq. (8):

L = w-Lclean + (1" —" w) - Ladv ®)

where o is a dynamically adjusted coefficient, which can be
annealed or adaptively updated during training to reflect the
current learning stage. In our implementation, we adopt a
convergence-aware adaptive weighting strategy inspired by,**
which dynamically adjusts ® based on the relative
convergence progress of each teacher branch.

Specifically, let Lclean (t) and Ladv (t) denote the KL
divergence losses from the clean and adversarial teachers at
training step t. We first normalize each loss with respect to its
initial value, as shown in Eq. (9):

ri (6) = ((Li(0)/(Li(0)))"B i €\

{"Clean", "adv"\}

)

where B > 0 is a tunable sensitivity factor. The final weight
assigned to the clean teacher is then computed as shown in Eq.

(10):

w(t) = (r_"clean" (t))/(r_"clean" (t) +

r_"adv" (t)) (10)

This formulation ensures that the teacher whose guidance
is less absorbed by the student receives more attention during
training, leading to a more balanced and effective optimization
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process.

In summary, our method introduces a synergistic

framework that combines attention-based spatial supervision
and dual-teacher knowledge transfer. This design enables the
lightweight student model to benefit from both clean accuracy
and adversarial robustness while maintaining efficient
inference. Extensive experiments demonstrate that this
integrated strategy outperforms traditional single-teacher or
output-only distillation methods, particularly in resource-
constrained scenarios.

3. Experiments

This section presents our experimental evaluation. We begin
by detailing the experimental setup, including datasets, model
architectures, and attack configurations. We then compare the
proposed method with four baseline models in terms of clean
accuracy and robustness under both white-box and black-box
attack settings. The black-box evaluation includes transfer-
based and query-based attacks, covering a broad range of
adversarial scenarios. Finally, we perform ablation studies to
analyze the contribution of each component within our
framework.

3.1 Experimental Setup
Datasets: We conduct
benchmark datasets:
CIFAR-10 and CIFAR-100, which are widely used in
evaluating adversarial robustness in computer vision tasks.
Their diversity and complexity make them suitable for
assessing the effectiveness of defense methods under both
clean and adversarial conditions.

Baseline Methods: To evaluate the performance of our method,
we compare it against four state-of-the-art adversarial defense
approaches:

* SAT (Standard Adversarial Training),”! which directly
incorporates adversarial examples during training.

* TRADES [11] which introduces a trade-off between clean
accuracy and adversarial robustness via a surrogate loss.

* ARD (Adversarial Robustness Distillation),!'¥ which distills
robustness from large teacher models into lightweight student
networks.

* RSLAD (Revisiting Self-Labeled Adversarial Distillation),?"!
an extension of ARD that further improves robustness using
self-labeled adversarial examples.

Student and Teacher Networks: For student networks, we
adopt two widely-used lightweight architectures: ResNet-18
and MobileNet-V2, selected for their favorable trade-off
between computational efficiency and accuracy. For the
teacher models, different networks are used depending on the
dataset:

* On CIFAR-10, we employ ResNet-56 as the clean teacher
and WideResNet34-10 as the adversarial teacher.

* On CIFAR-100, we adopt WideResNet-22-6 as the clean

experiments on two standard
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Table 1: Pre-trained model’s clean accuracy and adversarial accuracy.
Model Clean Acc (%) FGSM (%)  PGDsat (%)  PGDtrades (%) Type

CIFAR- RN-56 92.46 20.11 0 0
Clean Adv

10 WRN-34-10  91.02 80.06 65.60 73.91

CIFAR- WRN-22-6  76.78 27.00 0 0
Clean Adv

100 WRN-70-16  67.63 50.12 31.24 33.18

teacher and WideResNet-70-16 as the adversarial teacher.

All adversarial teachers are trained using the TRADES
framework, which offers a balance between robustness and
clean accuracy, making it a reliable source for robust
supervision. Details of all pre-trained teacher models are
summarized in Table 1.

Training Configuration: The Stochastic Gradient Descent
(SGD) optimizer is selected for training the student network,
with an initial learning rate of 0.1 and a momentum of 0.9. The
training process consists of 300 iterations with a batch size of
128. The learning rate is reduced by a factor of 10 at iterations
215, 260, and 285, respectively. Additionally, Projected
Gradient Descent (PGD) with 10 iterations (PGD-10) is
applied during training, with a perturbation size of 0.001 and a
step size of 2/255.

White-box Attack: To verify the security of the student
model, this paper employs FGSM (Fast Gradient Sign Method),
PGDsat, and PGDtrade. All methods use a step size of 2/255.
The iteration number for PGDsat and PGDtrade is set to 20.

Black-box Attack: To evaluate the generalization of our
method under black-box scenarios, we conduct robustness
experiments on ResNet-18 across CIFAR-10 and CIFAR-100.
Two types of black-box attacks are considered: transfer-based
and query-based. For the former, adversarial examples are
generated using surrogate models (WideResNet-34-10 and
WideResNet-7016) via PGD-20 and CW (Carlini & Wagner
Attack) attacks. For the latter, we adopt the Square Attack (SA),
a query-based method that refines perturbations through model
outputs.

3.2 ResNet-18 experimental results on CIFAR10

Table 2 presents the clean and robust accuracy of ResNet-18
under four white-box attacks. The proposed method
consistently outperforms all baselines across all threat models.
Under the FGSM attack, it achieves 75.59% robustness,
surpassing SAT and RSLAD by 20.00 and 15.18 percentage
points, respectively. For PGDsat and PGDtrade, the proposed
method attains 61.35% and 67.72% with
improvements of 7.41 and 11.99 points over the best baseline
(RSLAD). Against the more challenging CWoo attack, our
method achieves the highest robustness at 62.19%,
outperforming RSLAD and SAT by 9.52 and 16.22 points,
respectively, while maintaining the highest clean accuracy

robustness,
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(85.93%) across all settings.

Table 2: Quantitative analysis of the adversarial robustness of
ResNet-18 on the CIFAR10 datasets.

CIFAR-10
Attack Defense Clean (%) Robust (%)
Natural 94.57 18.60
SAT 84.20 55.59
TRADES 83.00 58.35
FGSM
ARD 84.11 58.40
RSLAD 83.99 60.41
OURS 85.93 75.59
Natural 94.57 0
SAT 84.20 45.95
TRADES 83.00 52.35
PGDsat
ARD 84.11 50.93
RSLAD 83.99 53.94
OURS 85.93 61.35
Natural 94.57 0
SAT 84.20 48.12
TRADES 83.00 53.83
PGDtrade
ARD 84.11 52.96
RSLAD 83.99 55.73
OURS 85.93 67.72
Natural 94.57 0
SAT 84.20 45.97
TRADES 83.00 50.23
CWowo
ARD 84.11 50.15
RSLAD 83.99 52.67
OURS 85.93 62.19

These results confirm the effectiveness of our dual-teacher
distillation framework in enhancing both clean and adversarial
performance. By leveraging complementary supervision from
clean and adversarial teachers at both logit and attention levels,
the
representations, leading to superior defense across diverse
attack types.

student model learns robust yet generalizable

3.3 ResNet-18 experimental results on CIFAR100

Table 3 reports the performance of ResNet-18 on CIFAR-100
under various white-box attacks. The proposed method
consistently achieves the highest robustness across all attack
types. Under the FGSM attack, our method reaches 46.28%
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robustness, outperforming RSLAD and SAT by 11.55 and
20.40 percentage points, respectively. For PGDsat and
PGDtrade, it achieves 34.80% and 49.00%, exceeding RSLAD
by 3.61 and 16.95 points. Against the stronger CWoo attack,
our method also performs best, with a robustness of 41.37%,
which is 16.36 and 13.39 points higher than SAT and RSLAD,
respectively.

Table 3: Quantitative analysis of the adversarial robustness of
ResNet-18 on the CIFAR100 datasets.

CIFAR-100
Attack Defense Clean (%) Robust (%)

Natural 75.18 7.96
SAT 56.16 25.88
FGSM TRADES 57.75 31.36
ARD 60.11 33.61
RSLAD 58.25 34.73
OURS 57.83 46.28

Natural 75.18 0
SAT 56.16 21.18
PGDsat TRADES 57.75 28.05
ARD 60.11 29.40
RSLAD 58.25 31.19
OURS 57.83 34.80

Natural 75.18 0
SAT 56.16 22.02
PGDtrade TRADES 57.75 28.88
ARD 60.11 30.51
RSLAD 58.25 32.05
OURS 57.83 49.00

Natural 74.86 0
SAT 59.19 25.01
TRADES 55.41 27.72
CWoo ARD 60.45 26.55
RSLAD 59.01 27.98
OURS 57.83 41.37

Despite slightly lower clean accuracy compared to some
baselines, the proposed method demonstrates a superior
balance between robustness and standard performance. These
results highlight the effectiveness of our dual teacher
distillation framework in improving resilience to adversarial
attacks on more complex datasets.

3.4 MobileNet-V2 experimental results
Table 4 and Table 5 report the performance of MobileNet-V2

under various white-box attacks on CIFAR-10 and CIFAR-100.

The proposed method consistently achieves the highest
robustness across all attack types on both datasets. On CIFAR-
10, our method achieves 75.33% robustness under FGSM,
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outperforming RSLAD and SAT by 15.86 and 19.44
percentage points, respectively. For PGDsat and PGDtrade, it
reaches 69.98% and 62.27%, exceeding RSLAD by 16.73 and
6.54 points. Under the CWoo attack, the method still performs
best with 60.54% robustness, improving upon SAT and
RSLAD by 13.92 and 8.76 points.

On CIFAR-100, similar trends are observed. Our method
achieves 44.30% robustness under FGSM, 47.14% under
PGDsat, 49.45% under PGDtrade, and 42.39% under CWeo,
outperforming RSLAD by 10.42, 16.95, 17.40, and 14.18
percentage points, respectively.

Despite the lower model capacity of MobileNet-V2, the
proposed method maintains a strong balance between clean
accuracy and adversarial robustness. These results further
validate the scalability and effectiveness of our dual-teacher
distillation strategy across lightweight architectures and
complex datasets.

Table 4: Quantitative analysis of the adversarial robustness of
MobileNet-V2 on the CIFAR10 datasets.

CIFAR-10
Attack Defense Clean (%) Robust (%)
Natural 93.35 12.22
SAT 83.87 55.89
TRADES 77.95 53.75
FGSM
ARD 83.43 57.03
RSLAD 83.2 59.47
OURS 84.71 75.33
Natural 93.35 0
SAT 83.87 46.84
TRADES 77.95 49.06
PGDsat
ARD 83.43 49.5
RSLAD 83.2 53.25
OURS 84.71 69.98
Natural 93.35 0
SAT 83.87 48.12
TRADES 77.95 53.83
PGDtrade
ARD 83.43 52.96
RSLAD 83.2 55.73
OURS 84.71 62.27
Natural 93.35 0
SAT 83.87 46.62
TRADES 77.95 46.06
CWwo
ARD 83.43 48.96
RSLAD 83.2 51.78
OURS 84.71 60.54
3.5 Block box attack

The proposed method, ADER, consistently achieves the
highest robustness across both black-box settings. Under

Engineered Science Publisher


https://www.espublisher.com/

Engineered Science

Research article

Table 5: Quantitative analysis of the adversarial robustness of transfer-based attacks on CIFAR-10, ADER achieves 67.27%

MobileNetV2 on the CI-FAR100 datasets.

CIFAR-100
Attack Defense Clean (%) Robust (%)
Natural 74.86 5.94
SAT 59.19 30.88
FGSM TRADES 55.41 30.28
ARD 59.01 32.77
RSLAD 58.25 33.88
OURS 64.72 44.30
Natural 74.86 0
SAT 59.19 25.64
PGDsat TRADES 55.41 23.33
ARD 59.01 28.69
RSLAD 58.25 30.19
OURS 64.72 47.14
Natural 74.86 0
SAT 59.19 22.02
PGDtrade TRADES 55.41 28.88
ARD 59.01 30.51
RSLAD 58.25 32.05
OURS 64.72 49.45
Natural 74.86 0
SAT 59.19 20.9
TRADES 55.41 24.19
CWee ARD 59.01 2756
RSLAD 58.25 28.21
OURS 64.72 42.39

Table 6: Black-box robustness of ResNet-18 on CIFAR-10
dataset.

CIFAR-10
Attack Defense Clean Robust
SAT 84.2% 64.74%
TRADES 83.00% 63.56%
PGD-20 ARD 84.11% 63.59%
RSLAD 83.99% 63.9%
OURS 85.93% 67.27%
SAT 84.2% 64.88%
TRADES 83.00% 62.85%
CWeo ARD 84.11% 62.78%
RSLAD 83.99% 63.02%
OURS 85.93% 65.11%
SAT 84.2% 71.3%
TRADES 83.00% 70.33%
SA ARD 84.11% 73.3%
RSLAD 83.99% 72.1%
OURS 85.93% 76.13%

Engineered Science Publisher

(PGD-20) and 65.11% (CWoo) adversarial
outperforming RSLAD by 3.37 and 2.09 percentage points,
respectively (Table 6). On CIFAR-100, it achieves 42.26%
under PGD-20 and 41.17% under CWeo, exceeding the best
baselines by 2.33 and 1.50 points (Table 7). These results
highlight the effectiveness of attention-based knowledge

transfer in enabling the student model to learn transferable and

accuracy,

robust features, even under unseen adversarial sources.

Table 7: Black-box robustness of ResNet-18 on CIFAR-100

dataset.
CIFAR-100
Attack Defense Clean Robust
SAT 56.16% 38.1%
TRADES 57.75% 38.2%
PGD-20 ARD 60.11% 39.53%
RSLAD 58.25% 39.93%
OURS 57.83% 42.26%
SAT 56.16% 39.42%
TRADES 57.75% 38.63%
CWoo ARD 60.11% 38.85%
RSLAD 58.25% 39.67%
OURS 57.83% 41.17%
SAT 56.16% 41.27%
TRADES 57.75% 41.96%
SA ARD 60.11% 48.79%
RSLAD 58.25% 45.34%
OURS 57.83% 51.22%

In query-based scenarios, ADER also exhibits superior
performance. Against the Square Attack, it achieves 76.13%
on CIFAR-10 and 51.22% on CIFAR-100, surpassing ARD by
2.83 and 2.43 percentage points, respectively. This advantage
stems from the dual-teacher distillation strategy, where the
adversarial teacher promotes robustness, and the clean teacher
ensures feature discrimination. Through joint attention and
logit distillation, ADER guides the student to focus on both
semantically meaningful and adversarially resilient regions.
and

results validate the robustness

of attention-guided dual-teacher

Overall, these
generalization benefits
distillation. By aligning attention distributions alongside soft
ADER enables the student
representations that are both discriminative and resistant to
black-box attacks.

The experimental results show that ADER consistently

labels, model to learn

outperforms baseline methods across different datasets and
The mainly the
complementary guidance of the clean and adversarial teachers,
which helps the student maintain both discriminative and

attacks. improvements come from
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robust features. On CIFAR-10, the gains are larger due to the
relatively simpler dataset, while on CIFAR-100 the
improvements are smaller but still significant, reflecting the
higher complexity of the task. ResNet-18 also benefits more
than MobileNet-V2 because of its higher representational
capacity. Overall, these findings confirm that the dual-teacher
and attention-based design is the key factor behind the
observed robustness gains.

3.6 Distillation experiments

To evaluate the contribution of each teacher, we conduct two
ablation experiments on CIFAR-10 with ResNet-18: (1)
distillation using only the clean teacher’s attention maps, and
(2) using only the adversarial teacher’s attention maps. All
other training settings remain unchanged.

Clean Teacher Only: As shown in Fig. 2, using only the clean
teacher’s attention maps improves clean accuracy but
significantly reduces robustness. This indicates that clean
attention helps the student focus on discriminative features
beneficial for standard classification, but lacks the guidance
needed to handle adversarial perturbations.

Adversarial Teacher Only: Fig. 3 shows that distillation from
only the adversarial teacher results in degradation of both clean
accuracy and robustness. The student overfits to defensive
cues while neglecting essential semantic features, leading to
poor generalization on clean data and insufficient robustness
under attack.

Combined Attention: Fig. 4 compares all three settings. The
combined use of both clean and adversarial attention maps
yields the best performance, enhancing both clean accuracy
and robustness. The clean teacher contributes high-quality
discriminative features, while the adversarial teacher provides
guidance on defense-critical patterns. Together, they enable the
student to learn a more balanced and robust feature
representation.

Quantitatively, combining both sources improves clean
accuracy by approximately 10 percentage points and
adversarial robustness by 15 percentage points compared to
using either attention map alone. These results confirm that
dual-attention distillation provides complementary benefits
and is essential for achieving robust yet accurate models.

3.7 Summary of Experimental Findings

Extensive experiments across CIFAR-10 and CIFAR-100
validate the effectiveness of the proposed ADER framework in
improving adversarial robustness for lightweight models. On
both ResNet-18 and MobileNet-V2, ADER consistently
outperforms state-of-the-art defenses, including SAT,
TRADES, ARD, and RSLAD, under a wide range of white-
box attacks such as FGSM, PGD, and CW . Notably, ADER
improves robustness by an average of 10.80 percentage points
across all evaluated attacks and datasets, while maintaining
competitive clean accuracy.
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Fig. 2: Experimental results for attention maps with only clean teacher distilled. The figure shows that the model combining
both types of attention maps performs better under various adversarial attacks compared to using only the clean teacher’s

attention map
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Fig. 3: Experimental results of the attention map for distillation-only adversarial teachers. The figure shows that the model

combining both types of attention maps performs better under various adversarial attacks compared to using only the

adversarial teacher’s attention map.
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Fig. 4: Comparison of experimental results for distillation with clean and adversarial teachers’ attention maps.

In black-box settings, including transfer-based and query-
based attacks, ADER continues to demonstrate superior
generalization. It achieves the highest adversarial accuracy
across all evaluated attack methods, with consistent gains over
the best-performing baselines. These results highlight the
robustness and transferability of the features learned through
attention-guided distillation.

Ablation studies further confirm that attention maps from
both clean and adversarial teachers provide complementary

Engineered Science Publisher

supervision. Distilling from clean attention alone improves
clean accuracy but weakens robustness, while adversarial
attention alone harms generalization. Their combination
enables the student model to capture both discriminative and
defensive features, resulting in a balanced and robust
performance.

Overall, the experiments demonstrate that ADER offers a
principled and effective approach for training lightweight
models with enhanced robustness and high accuracy. Its
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generalizability across datasets, architectures, and attack
scenarios underscores its potential for secure deployment in
resource constrained environments.

4. Conclusion

In this paper, we address the challenge of enhancing both
accuracy and robustness in lightweight models through
adversarial distillation. We propose ADER, a novel multi-
teacher distillation framework that incorporates self-attention
By
clean and

mechanisms tailored for lightweight networks.
simultaneously distilling knowledge
adversarial teachers—both at the logit and attention levels—
our method enables the student model to learn features that are
both discriminative and resilient. Experimental results

demonstrate that integrating attention maps into the distillation

from

process significantly improves the model’s robustness without
proposed ADER
framework is particularly suitable for deployment in resource-
constrained,  security-critical

compromising clean accuracy. The

environments such as
autonomous drones, mobile healthcare diagnostics, and smart
surveillance systems. This work provides a balanced and
effective solution for building secure and efficient lightweight
models. Future research may further explore adaptive
strategies to optimize the trade-off between robustness,

accuracy, and computational cost.
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