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DisorientLiDAR: Physical Attacks on LiDAR-based Localization
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Abstract

Deep learning models have been shown to be susceptible to adversarial attacks with visually imperceptible perturbations.
Even this poses a serious security challenge for the localization of self-driving cars, there has been very little exploration of
attack on it, as most of adversarial attacks have been applied to 3D perception. In this work, we propose a novel adversarial
attack framework called DisorientLiDAR targeting LiDAR-based localization. By reverse-engineering localization models (e.g.,
feature extraction networks), adversaries can identify critical key points and strategically remove them, thereby disrupting
LiDAR-based localization. Our proposal is first evaluated on three state-of-the-art point-cloud registration models (HRegNet,
D3Feat, and GeoTransformer) using the KITTI dataset. Experimental results demonstrate that removing regions containing
Top-K key points significantly degrades their registration accuracy. We further validate the attack's impact on the Autoware
autonomous driving platform, where hiding merely a few critical regions induces noticeable localization drift. Finally, we
extended our attacks to the physical world by hiding critical regions with near-infrared absorptive materials, thereby
successfully replicate the attack effects observed in KITTI data. This step has been closer toward the realistic physical-world

attack that demonstrate the veracity and generality of our proposal.

Keywords: Autonomous driving security; Adversarial attack; LIDAR-based localization; Key regions hidden; Physical-world

attack.

Received: 02 May 2025; Revised: 09 June 2025; Accepted: 05 August 2025

Type: Original research.

1. Introduction

Localization is an essential task for modern autonomous
vehicle (AV) systems that allows AVs to accurately determine
their position and orientation in the environment. These
localization systems take advantage of sensors such as
LiDARs and cameras for safe navigation, decision-making,
and planning of driving actions. LiDAR sensors, in particular,
are used to capture depth measurements of the surroundings
with high accuracy in 3D point clouds to localize vehicles.
Recent end-to-end deep learning approaches (HRegNet,!!
D3Feat,” Geotransformer®) have emerged as a popular
choice for LiDAR-based localization which have shown
remarkable performance on localization benchmarks (KITTIL,“!
ETH dataset, Nuscenes dataset,'”) CarlaScenes!!').
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1.1 Motivations

For a safety-critical system like an AV, it is as essential for its
components to be high-performing as it is for them to be
reliable and robust. Despite previous research showing that
AVs are vulnerable to attacks on LiDAR sensors that exploit
their perception models such as obstacle detection,!'>!?
obstacle hiding,!'*!*1 and motion prediction!'*-few existing
works have rigorously evaluated the robustness of localization
models against adversarial attacks. Fukunaga et al.l'’' misled
scan matching algorithms in a simulated environment via
LiDAR spoofing (laser-based point injection), but the method
was not applied to real-world adversarial scenarios. Thus, we
tackle the following research questions in this paper: (i) Is it
possible to remotely and stealthily cause inaccuracies in the
AV's LiDAR-based localization system? (ii)) How can an
attacker perform such an attack under realistic conditions? (iii)
What are the implications of such attacks on AV frameworks
and localization models; and how is it possible to defend
against them?

1.2 Contribution and paper organization
To answer these research questions, we propose a new attack
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Fig. 1: DisorientLiDAR attack. The attack goal is to disorient the victim vehicle with erroneous localization and wrong trajectory

plan (top-right) by placing several light-adsorbing materials in front of some critical objects, making them “disappear” from the

LiDAR scanning (bottom-right).

framework called DisorientLiDAR. We investigate the
degrade the localization accuracy and robustness, which
further raises safety risks for the AV itself, pedestrians, and
other vehicles. Specifically, we find that, hiding key regions
that serve as vital cues for point cloud registration can possibly
defeat the AV’s localization performance in the scene, as
depicted in Fig. 1.

First, we carefully study and analyze the state-of-the-art
deep neural network (DNN)-based point cloud registration
approaches in section 3, which are able to handle the
irregularity of point clouds and achieve high registration
accuracy and can be applied as the core of AV’s localization
system. However, we also observe that these data-driven DNN
solutions share from a common vulnerability, namely, entirely
rely on detecting and matching local correspondences with
significant geometric (aka key region) between the two input
point clouds to perform the registration task. This observation
provides a novel insight that one can defeat the performances
of point cloud registration DNN models by hindering the key
region’s matching.

Next, we develop an adversarial attack framework
targeting AV’s localization system by introducing a new threat
model in section 4, specifically: 1) We design a strategy that
can identify the key regions among the pre-defined ambush
area by estimating the confidence scores that indicates the
contribution to the DNN-based registration model. ii) The
attack setup is to hide the key regions from the LiDAR
scanning by using an infrared light-absorbing material to
cover these regions. iii) We introduce a method to
systematically determine the influence of the attacks on AV’s

2| Eng. Sci., 2025, 36, 1686

feasibility of manipulating LiDAR data acquisitions to
localization task. The workflow of this framework is
illustrated in Fig. 2, providing a clear overview of the steps
involved in the adversarial attack process.

Then, we quantify the capability of the attacker in different
scenarios in section 5. To validate our approach, we examine
the effectiveness of the key region hidden via synthetic
experiments on the KITTI dataset by modeling the attacker’s
capability for different scenarios, including different numbers
and sizes of removal regions. Towards generating physical
attacks, we use an infrared-absorbing product to cover some
common objects around the key correspondence. Such
products can be used in any scene and are capable of hiding
objects from a strong LiDAR detector. We demonstrate that
the point cloud registration accuracy drops in all three tested
models, leading to vehicle localization failure.

Finally, we summarize two defense strategies: adversarial
training and anomaly detection, as detailed in section 6. To
summarize, this work aims to model, measure, and
demonstrate the capability of hiding the key region
information by leveraging state-of-the-art point cloud
registration models’ mechanism and help defend against the
threat to current and future AVs.

Our contributions are summarized as follows:

* We identify and model a novel physical location attack
DisorientLiDAR on the AV localization system that hides key
regions along the street and leads to a decrease in point cloud
registration accuracy. We also propose a strategy that can
achieve the real physical attack in real vehicle scenarios.

*  We evaluate the attack impact on three SOTA point cloud
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Fig. 2: The workflow of the DisorientLiDAR.

registration models. We also model the attacker capability,
challenges, and limits of DisorientLiDAR on a commercial
AV perception system.

* We validate our findings by showing consequences for
autonomous vehicles on the production-grade AV simulator
and conducting real-world attacks on vehicles. Finally, we
propose two enhanced strategies to mitigate the threat.

2. Related work

2.1 Lidar-based registration in AVs

Existing point cloud registration can be grouped into two
categories, namely scan-to-scan and scan-to-HD (High-
definition map):

Scan-to-scan point clouds registration. Previous scan-to-
scan point cloud registration networks have relied on
traditional algorithms such as 3D-NDT,?? 4PCS,>*! SAC_
IA,24 and KISS _ ICP®, However, these methods face
limitations due to their sensitivity to initial conditions,
vulnerability to noise, and high computational demands,
which impact their efficiency and accuracy in complex
scenarios. As PointNet?l emerges as the pioneering 3D deep
learning network capable of directly extracting features from
input point clouds, researchers began to apply this 3D deep
learning technique to point cloud registration.?”? The main
pipeline of such registration models involves using a 3D DNN
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to extract features for correspondence estimation. Then, a
single-step optimization (e.g., SVD) can be used to estimate
the based the
correspondences. These models can be roughly classified into

transformation matrix on estimated
two classes: keypoint-based and keypoint-free. Keypoint-
based models heavily rely on detected significant keypoints
for transformation estimation, such as those referenced in
HRegNet!l, D3Feat? and Deep global registration®®. In
contrast, keypoint-free methods consider all potential
correspondences rather than relying on several critical points,
in GeoTransformer®® and RDMNet?’l,

experiment, we will conduct attacks on these two types of

as seen In our
registration networks and then analyze the influence of the
attack parameters on their registration results.

Scan-to-HD map registration. The typical approach for HD
map registration involves registration between newly scanned
frames and a local map. This method often requires an initial
pose to find the closest local map at first. The registration
process is similar to scan-to-scan registration, where feature
points need to be extracted from the scanned data and local
map. Then, correspondences are established by these feature
points’ descriptors. Once sufficient correspondences are
found, geometric transformations are computed to achieve
registration. Some researchers apply this approach to estimate
the final pose of the vehicle by aligning current sensor
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readings (raw laser scans or visual features) with pre-built
map.*%3! The others focus on updating HD maps, since the
“old” maps collected in the past may have deviations or
changes over time. The registration of newly collected point
clouds on the HD map ensures that the map information
remains consistent with the real-time environment.*>33]

2.2 Adversarial attacks on LIDAR

Most existing studies focus on adversarial attacks against the
perception module in AV.* These attacks can be categorized
into three types: signal injection, object removal, and object
signal the
adversary can inject additional point clouds into the scene to

mis-categorization. In injection attack,353"
generate a non-existent object by shining a laser toward the
victim sensor. Since they share the same physical channels,
the victim sensor accepts these malicious signals as legitimate.
Object removal, on the other hand, can be achieved by placing
physical objects on the target vehicle.**4!l These objects are
designed with specific shapes and sizes to reduce their
confidence score in the victim AV’s detection models that
make the host vehicle undetectable. In a mis-categorization
attack, the adversary can compromise the victim’s classifier
by injecting a backdoor, which causes the self-driving car to
misinterpret certain objects as obstacles.*?J Moreover, some
attackers place objects at specific locations to mislead the
LiDAR perception module of an autonomous vehicle, thereby
misleading the trajectory prediction module.[*!

2.3 Adversarial attacks on AV’s localization

Currently, research on adversarial attacks against localization
systems is scarce. Fukunaga er al.?!l investigated LiDAR
spoofing attacks by injecting fake point clouds using a laser
device. However, this method is constrained by both its
localized spatial manipulation (limited to specific regions) and
hardware- imposed restrictions on the number of fake points
injected per scan. Unlike Fukunaga et al.,*'" P. Kumar et al.1*¥
process anewly collected LiDAR scan to produce a new frame
including adversarial points produced by a generative
adversarial module. The attack is designed to cheat a Google
Cartographer, a SLAM-based algorithms, leading to incorrect
pose estimation and map construction. The key limitation is
the attackers require full access to both the wvehicle’s
and the LiDAR system—a highly
privileged level of authorization that is extremely difficult to

localization model

obtain in practice. Yoshida et al.*! developed a LiDAR
spoofing method by manipulating LiDAR scan data through
controlling laser emission timing and direction to deceive
ICP#and NDT,? which induces pose estimation errors and
distorted map reconstruction. However, like P. Kumar et al.1*
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this method also requires physical access to the LiDAR
hardware, which is nearly infeasible in real-world scenarios.
Unlike these methods, our attack requires no physical access
to LiDAR sensors but can achieve the unexpectedly high
attack success rate by strategically deploying stealthy
disruptions  through key-region hidden manipulation.

Furthermore, our method is evaluated on real-world
autonomous driving systems (e.g., using benchmark datasets

like KITTI or real vehicle- collected point clouds).

3. Attack goal and threat model

3.1 Attack goal

To analyze potential attacks on registration networks, we first
review how point cloud registration is performed. Given two
point clouds, P = {p; € R®|i =1,..N}, and Q ={q; €
R3|i = 1, ... M}, point clouds registration aims to estimate the
rigid transformation T = {R, t} that aligns them, where R €
SO(3) is the rotation matrix and t € R3 is a translation
vector, The optimal transformation R*, t* is solved by:

(1)

R* t* = argmin

wi|[Rpy, +t — qy,||?
Rt

(P19 EC*

where C* represents the set of reliable point correspondences
between P and Q. w; denotes the confidence score for each
correspondence pair. The accuracy of the registration heavily
relies on the high-quality corresponding points. Therefore, by
identifying and removing a minimal yet sufficient subset of
the most reliable correspondences, we can force the
registration model to rely only on sub-optimal matches,
thereby inducing significant alignment errors.

3.2 Target point clouds registration models

In this study, we focus on attacking learning-based point cloud
registration. Our investigation begins with a systematic
analysis of state-of-the-art 3D keypoint detectors and their
registration pipelines, including:

HRegNet!! employs a hierarchical framework for point
cloud registration by leveraging multi-scale keypoint
extraction and dual-consensus matching. For keypoint
detection, the method hierarchically downsamples raw point
clouds to identify sparse yet geometrically stable keypoints
with discriminative descriptors. For registration, it then
establishes reliable correspondences through a dual-consensus
mechanism: bidirectional reciprocity enforces mutual nearest
neighbor relationships in feature space, while neighborhood
consistency verifies spatial distribution coherence across local
regions. Finally, the optimal transformation is computed via
weighted SVD, where weights are confidence scores predicted
by the network to prioritize high-quality matches.

D3Feat?l formulates point cloud registration as a joint
optimization of keypoint detection and feature description. For

Engineered Science Publisher


https://www.espublisher.com/

Engineered Science

Research article

Perpetrator vehicle registration module

i)

A T m mm mm mm mm mm mm mm mm =

Keypoints

{-
RRE:0.33° _/
RTE:0.09m

~

Attack positions selection
and occlusion

Light

- absording

materials

Shared weights

il
' \

RRE:10.4"
RTE:9.83m -

7

Victim vehicle registration module

Fig. 3: Overview of the DisorientLiDAR attack pipeline. The attackers first extract high-confidence keypoints from the raw point

clouds (P, Q) using an identical copy of victim vehicle’s localization model. Attacker then select the top K most salient keypoints

and hide the corresponding regions using near-infrared-absorbing materials. The hidden causes the victim vehicle’s LiDAR to miss

these critical geometric regions, ultimately degrading registration performance.

keypoints detection, it employs a fully convolutional U-Net-
like architecture to extract multi-scale geometric features and
detects keypoints by identifying local maxima in feature maps
via the non-maximum suppression mechanism, prioritizing
points with high repeatability and distinctiveness. For
registration, RANSAC is used to estimate transformation
matrices.

Geotransformer!! integrates geometric invariant encoding
with a local-global registration (LGR) module for fast and
accurate registration. In the detection phase, it employs a
KPConv-FPN architecture to extract multi-scale geometric
features from point clouds hierarchically. Additionally, it
adopts a geometric transformer module to learn
transformation-invariant geometric representations.
Specifically, the geometric transformer encodes intra-point-
cloud geometric structures and inter-point-cloud geometric
consistency to extract high-quality superpoint
correspondences. These superpoint matches are subsequently
used to compute dense local point correspondences through an
optimal transport layer. During the local registration stage, a
transformation matrix T = {R,t} is computed for each
superpoint region using the local dense point correspondences.
During the global registration stage, the transformation T; =
{R;, t;} with the most inlier matches is selected, then the final
transformation matrix is re-estimated by N iterations based on
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surviving inlier matches.

3.3 Previous knowledge

For the model attack, we assume that the adversary can learn
the behavior of the victim registration models by reading
publicly available documents (e.g., manuals, datasheets, and
open-source code). For attacks on open-source AV platforms,
we also assume that attackers should have access to the
platform code, data, and localization algorithms of Robot
Operating System (ROS)-based systems (such as Autoware)
or Apollo-based autonomous driving frameworks, to estimate
the spoofing regions of the target AV. This assumption is less
restrictive than prior adversarial attacks on LiDAR.
Furthermore, ROS- based and Apollo-based AV frameworks
are widely used in the AV industry and provide a basis for the
attacker to understand the features of common systems and
potential vulnerabilities.

3.4 Attack scenarios

After acquiring the victim’s driving route and localization
algorithm specifications, adversaries strategically select a
target road segment—typically one with minimal pedestrian
traffic where victim vehicle will pass through. In more detail,
attackers deploy near-infrared (NIR) absorbing materials (e.g.,
specialized fabrics or coatings) to hide pre-selected key
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regions on both sides of the road, then wait for the victim to
drive by. In AV settings, these attacks are stealthy.

4. DisorientLiDAR attack design

4.1 Registration saliency map

Fig. 3 illustrates our DisorientLiDAR framework. The attack
effectiveness varies across different registration architectures,
so the key step is identifying target model-specific key points
that significantly impact registration performance, where:

* For HRegNet, it adopts three-stage cascaded registration
with {256, 512, 1024} point correspondences. The initial 256-
point matching significantly impact the final transformation
accuracy, since the first-stage output (R, t) propagates through
subsequent stages. This hierarchical architecture makes the
first layer the optimal attack target: 256 correspondences in
the first layer shown in Fig. 4(a) are evenly distributed in the
input dataset with only a few points having high confidence
scores, which are particularly vulnerable to strategic
perturbations.

* For D3Feat, only keypoints with the highest confidence
scores are selected for RANSAC registration. Therefore,
removal of the K most confident points (as ranked by the
network’s prediction) can degrade the quality of keypoints
used for RANSAC. As shown in Fig. 4(b), we observe that the
most of high-confidence keypoints are concentrated in a few
well-localized regions. Such a concentration of critical

features makes the algorithm particularly susceptible to key
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— Smin)- (a) Scores reflect the consensus- verified correspondence weights. (b) Scores indicate

region hidden attacks.

* For GeoTransformer, its registration performance critically
depends on identifying high-consensus superpoint matches
that yield transformations with maximal inlier counts. As
analyzed in section 3.2, removal of these key regions
containing optimal candidates forces the model to rely on
suboptimal superpoints with fewer inlier matches.

4.2 Key region hidden strategy

Our hypothesis is that strategically removing K critical
geometric regions with the highest contribution scores
(denoted Top-K) will significantly degrade registration
performance. To explore this concept further, we also tried
several other region-hiding strategies, like hiding regions
around randomly selected K positions (denoted Rand-K) and
hiding regions around K positions with the minimum
contribution (denoted Min-K).

However, due to the limitations of algorithms, some wrong
matches extracted by the registration model in the reference
scan and source scan do not correspond to the same location
in the real-world scene. Even one key point is matched by
multiple key points,?! leading to inconsistency with the
physical attacks. In order to ensure that the selected object in
the reference scan and the source scan point at the same
position in simulated experiments for these ambiguous
matches, we select the key points in the source scan and
transform them to the reference scan using ground truth
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It is noted that some selected points’ positions are
unsuitable for physical attacks due to either detection risks or
accessibility constraints. Specifically, some points in the
middle of the road are noticeable, and some points on top of
ground objects (e.g., on road signs or tree canopies) are hard
to reach, making attack operations infeasible. Therefore, we
propose a four-stage screening process for attack feasibility:

* Height Filtering: Removing ground points using cloth
simulation filtering method,*”! then exclude points > 3 m
above ground as physically unreachable.

¢ Trajectory Proximity Check: To maintain stealth, excluding
attack points that intersect the vehicle’s navigation path to
prevent detectable anomalies in driving behavior.

* Overlapping Handling: For multiple key points belong to the
same object or direction relative to the vehicle, keep only the
nearest one to the vehicle.

* Ambush tool placement: To ensure full coverage, place the
ambush tool 1 m ahead of the target point (perpendicular to
the ground).

4.3 Physical implementation

To simulate a physical attack in the real world and make
attacks less detectable, we adopt a simple method: covering
the target with a black cloth. The cloth is capable of absorbing
the infrared light (905 nm) emitted by the LiDAR. In our study,
we selected a product called VL Flock Sheet produced by
KOYO Cco,, LTD., [https://www.the-black-

market.com/marketplace/vl-flock sheet/] which achieves > 95%

light absorption in the range A < 2200 nm (NIR-SWIR). As
shown in Fig. 5, the top image depicts the original scanned
object, while the bottom image shows the object covered by
black cloth. Almost no point cloud data is observed in the
covered regions.

5. Evaluations and results
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Fig. 5: Comparison of scanned objects with and without VL Flock Sheet coverage.

In section. 5.1, we first evaluate simulated DisorientLiDAR
attacks on the KITTI dataset,¥ and analyze how attack
parameters (e.g., ambush positions and tool sizes) affect scan-
to-scan registration and trajectory estimation in HRegNet,
D3Feat, ! GeoTransformer.”” Then, we validate simulated
attacks on the localization module of the commercial AV
platform Autoware in section.5.2. Finally in section.5.3, we
deploy DisorientLiDAR attack in real-world scenarios.

5.1. Evaluation of simulated attack on KITTI dataset
5.1.1 Experimental setup

The KITTI odometry dataset is collected by a Velodyne
HDL64 LiDAR in Germany. KITTI provides LiDAR scans
collected in diverse environments with the corresponding
ground-truth poses. In KITTI odometry, only 00-10 contains
the ground truth pose, so the KITTI odometry is normally split
into three sets: 00-05 for training, 06-07 for validation, and 08-
10 for testing in registration models. Our attack experiments
target the testing phase, so we directly performed our attack
on the 08-10 dataset.

Parameter study: To evaluate the impact of incremental
perturbations on registration performance, we varied the
number of ambush positions from 1 to 10. For each number of
ambush positions, we set the cloth’s side length to incremental
values: 0.3, 0.6,0.9,1.2, 1.5, 1.8, 2.1, 2.4, 2.7, and 3m.
Metrics: In our study, we employ the same evaluation metrics
as those used for assessing point cloud registration networks,
focusing on three key metrics: (1) Relative Rotation Error
(RRE), the geodesic distance between the estimated and
ground-truth rotation matrices. (2) Relative Translation Error
(RTE), the Euclidean distance between the estimated and
ground-truth translation vector. (3) Registration Recall (RR),
the ratio of point cloud pairs for which RRE and RTE below
specified thresholds. In registration studies, the averages of
RRE and RTE are calculated only for the samples below the
thresholds for RTE and RRE. In contrast, our approach
computes the average RRE and RTE across all samples. Given
that attacks typically do not result in substantial decrease in

Eng. Sci., 2025, 36, 1686 | 7
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Fig. 6: Evaluations of region removal attacks on (a) HRegNet, (b) D3Feat, and (c) GeoTransformer with KITTI Dataset. (al-c1)

Top-K/Rand-K/Min-K attack strategies comparison; (a2-c2) Trajectory estimation under Top-K attack, it is noted that the HRegNet
use every 10-frames data. (a3-c3) Attack scenario on Route 08.

RRE and RTE for most samples, we set the RR thresholds at is the most effective due to the removal of the most critical
0.5 degrees for RRE and 0.3 meters for RTE to better observe key regions, while Min-K and Rand-K attacks demonstrate

the impact of the attack on registration performance. inferior performance. With the same key region removal
strategy, HRegNet exhibits significant performance
5.1.2 Result and analysis fluctuations; in contrast, GeoTransformer shows the highest

As shown in Fig. 6, across all attack types, the Top-K attack robustness. As for the trajectory estimation, compared with
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Fig. 7: Attack on the localization system of the Autoware platform. (a) In the two figures on the left, the grey points in the Autoware
platform represent the HD map point clouds, while the green points are the point clouds collected in real - time. The positioning
process involves using the initial pose provided by GPS and IMU in combination with the real-time collected point clouds. By
registering the green points with the HD map, real - time coordinate information can be obtained. The green line indicates the vehicle's
driving trajectory. The figures on the right show a comparison of the trajectory information before and after the attack. (b)
Comparison of the point clouds collected in real-time before-and-after attack at position 1 and position 2. The red lines indicate the

ambush sites.

rand-K and Min-K, Top-K attack induces significant
distortions (some routes even present an approximately 180°
flipped). Although attack-induced perturbations appear subtle
initially, mapping direction deviations become increasingly
amplified as the vehicle travels further from the attack place.
The detailed analysis is as follows:

HRegNet: The attack performance exhibits significant
instability. This stems from the overlap between Top-K and
Min-K correspondence regions computed by HRegNet.
Consequently, removing Top-K regions (containing high-
saliency correspondences) inadvertently eliminates Min-K
correspondences as well. As aresultin Fig. 6(al), RTE (within
the range of 0.319 m to 0.396 m) and RRE (within the range
of 2.519° and 3.303° ) values exhibit a random pattern,
accompanied by a decrease in RR (from 0.663 to 0.526). As
for Min-K attack, this joint removal leads to an unexpected
increase in RR.

D3Feat: The attack effect becomes more severe as more
critical regions are removed. The reason is the 250 key points
for each frame pair are selected by the network rather than
being downsampled, so removal of each key point will lead to
degradation of the registration. As shown in Fig. 6(bl): the
results of the Top-K attack show that there is a consistent
increase in RTE (from 0.104 m to 0.541 m) and RRE (from
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0.427° to 2.382°), accompanied by a decrease in RR (from
0.729 to 0.569). Besides, Min-K attacks demonstrate superior
performance over Rank-K due to removal of uncertain number
of key points.

GeoTransformer: It exhibits more adversarial attack resistant
than D3Feat and HRegNet. Even multiple key regions are
removed; it still maintains robust performance. Therefore,
only under Top-K attacks with aggressive parameters,
GeoTransformer becomes vulnerable. As shown in Fig. 6(c1),
there is a dramatic rise in RTE (from 0.068 m to 0.677 m) and
RRE (from 0.233° to 4.836°), and RR falls sharply from
0.944 t0 0.789.

5.2. Evaluation of simulated attack on commercial AV
platform

5.2.1 Experimental setup

Currently, deep learning techniques have not been applied in
the localization module of AV platforms. We take the
Autoware localization system as an example, it uses the
Normal Distributions Transform (NDT) algorithm for
localization. Unlike registration algorithms based on
corresponding points, the NDT algorithm does not require
finding matching points. Instead, it divides the reference point
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(a)

Fig. 8: The experiment setup. (a) AV platform (b) Light-absorbing material deployment: Original scene (left), Region hidden scene
(right).

cloud into regular grids, computes the probability distribution
of points within each grid (usually assumed to be a normal
distribution), and then uses optimization algorithms to find the
transformation matrix that best aligns the target point cloud
with the reference point cloud.

In the Autowarel® localization system, the vehicle achieves
localization by registering real-time scanned point cloud data
with a HD map point cloud. At the same time, GPS and IMU
provide initial pose information for the system. The vehicle in
the platform was equipped with a 128-beam LiDAR
(Velodyne VLS-128). The specific attack process was as
follows: We chose a crossroads as an ambush site and remove
6 distinct regions. As shown in Fig. 7(b), compared to the pre-
attack point cloud, six well-defined regions are removed.

5.2.2 Result and analysis
As shown in Fig. 7(a), at position 1, compared to the benign
case, the localization errors after the attack are as follows:
RTE reached 0.28m, and RRE reached 1.82°. Subsequently,
the vehicle continued to travel a certain distance with no
registration performed. Upon reaching position 2, where the
second real-time point cloud registration and localization were
conducted, RTE caused by the attack, compared to before the
attack, reached 0.5 m and RRE increased to 2.87°. After the
vehicle exited the attack-affected area, the trajectory was
gradually corrected back to the normal path with GPS support.
This result fully demonstrates that even the AV system is
equipped with high-performance LiDAR and is supported by
the GPS and IMU, our attack method can still lead to
localization errors.

5.3 Evaluation of real physical attack

5.3.1 Experimental setup

In this experiment, we conduct physically realizable
adversarial attacks. We directly apply the models trained on
the KITTI odometry to the self-recorded dataset. Fig. 8(a)
shows our own platform equipped with a Velodyne VLP-16
LiDAR, [http://www.velodynelidar.com] an inertial
measurement unit (Xsens MTi-300), and a GNSS (INS CGI-
410). We build our dataset in a road environment with ground-
truth poses calculated by combining the GNSS and IMU with
the state-of-the-art LIDAR SLAM method.[*! Note that the
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(b)

sensors, environments, and platform setups are different from
the KITTI odometry datasets to others, which thoroughly tests
the generalization ability of the approaches. Fig. 8(b) shows
our region-hiding deployment in real-world scenarios. As
explained in section 3.4, we execute physical attacks as
follows: We simulate GPS-denied urban environments where
AV vehicle localization relies solely on LiDAR registration
models. At first, we regard our platform as perpetrator vehicle
and collect reference LiDAR data and ground truth trajectory
using our platform. Subsequently, we perform pairwise
registration for each target model
(HRegNet/D3Feat/GeoTransformer) and produce attacker
trajectory through chained transformations. Then, we identify
a vulnerable frame where registration errors exceed predefined
thresholds (RRE >15° or RTE >2.0 m) with minimal physical
occlusions. Next, we deploy our NIR-absorbing patches on
selected keypoints. Finally, we regard the platform as a victim
vehicle and repeat the trajectory to collect the attacked point
clouds and compute the post-attacked trajectories through
identical registration models.

5.3.2 Results and analysis

As shown in Fig. 9(a), HRegNet performs poorly in 16-beam
LiDAR registration tasks due to insufficient point cloud
density for its feature extraction pipeline, where even pre-
attack trajectories exhibit severe distortion compared to its
ground truth trajectory. However, we can still observe the
victim vehicle’s registered trajectory exhibits greater
deviation. The adversarial frame pairs exhibits significantly
increased relative pose errors: from RRE 5.54°and RTE 1.1 m
(against to perpetrator ground truth) to RRE 12.48" and RTE
2.3 m (against to victim ground truth).

Unlike HRegNet, D3Feat performs much better in 16-
beam LiDAR registration task in Fig. 9(b). For the selected
frame pairs under attack, the victim vehicle’s registered pose
exhibits substantial deviation from its ground truth trajectory.

As shown in Fig. 9(c), GeoTransformer achieves the most
accurate registration performance on 16-beam LiDAR data.
However, it is unexpected that only one key region hidden in
selected frame pairs causes severe registration failures,
especially for the RTE: 0.13 m (pre-attack, against perpetrator
ground truth) increases to 5.95 m (post-attack, against to
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Fig. 9: Evaluations of physical attacks on (a) HRegNet, (b) D3Feat, and (c) GeoTransformer, respectively. (al-cl) Trajectory
comparisons between ground truth and model-predicted paths for both perpetrator and victim vehicles. (a2-c2) pre-attack input pairs
and registration results (left), heat maps with selected attack positions in red rectangle and corresponding physical camouflage using
VL Flock Sheet material (middle), post-attack input pairs and registration results.

victim ground truth). In such case, the estimated poses
between the selected frame pairs remain nearly identical
despite actual vehicle movement. This results in significant
trajectory drift, particularly at turning maneuvers.

6. Discussion

6.1 Attack robustness analysis

Engineered Science Publisher

In simulated environments like the KITTI dataset
experiments, attackers can precisely place them at the ambush
site, facing the vehicle in the source frame, which maximizing
coverage of high-contribution areas. However, in real-world
deployment, even if the attacker knows the general direction
in which the target vehicle is moving, the material still cannot
be precisely oriented to match the vehicle’s exact position in
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Fig. 10: Attack robustness to variations in orientation of ambush tools to target models’ performance. Attack parameters are set: K

=5L=2.1m.

the localization frame—due to uncertainty in the vehicle's
trajectory and the complexity of road environments (e.g.,
multi-lane roads, curves). This misalignment may lead to
partial exposure of high-contribution regions, reducing the
potential impact of the attack. These constraints make angular
insensitivity a crucial robustness metric for physical attacks.
To characterize the angular tolerance of our attack, we
conducted systematic experiments with seven orientations
within the range of £30°, with 10° increments. This angular
range was chosen to reflect the realistic level of uncertainty an
attacker may face during physical deployment in real-world
scenarios, which sufficiently covers the plausible deployment
deviations. The attack parameters we setare K =5, L=2.1 m.
As shown in Fig. 10, despite significant fluctuations in RTE
the attack
effectiveness degrades only modestly as orientation changes

and RRE caused by orientation changes,

in terms of RR:

For HRegNet, RR did not exceed 59.6% under any
orientation, in contrast to the 66.3% baseline performance.

For D3Feat, RR remained below 65.8% across all
orientations versus 72.9% in the baseline.

For GeoTransformer, it achieved no more than 91.5% RR
across all orientations compared to the baseline performance
94.4%.

This demonstrates that as long as the material covers key
regions and roughly faces the oncoming direction of the target
vehicle, the attack remains highly effective. The angular
tolerance simplifies real-world deployment and increases the
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practicality of real-world deployment.

6.2 Practical implication

Our attack method possesses following strengths: simulation-
to-reality consistency, cross-sensor compatibility, no hardware
modification required, and robustness to deployment angle
These pose significant security
implications for autonomous driving systems design:

* Do not rely solely on simulation:

In our experiments, we validated the attack using the KITTI
dataset (simulation experiment), the Autoware platform
(software), and a real-world physical environment. Across all
settings, the attack effect was highly consistent. Therefore,

error. characteristics

manufacturers must not assume that passing simulation-only
tests guarantees real-world safety for their systems. Instead,
they need to perform adversarial testing in physical
environments to ensure that simulation results truly reflect
real-world performance.

e Test all types of LIDAR, not just a single type:

We successfully executed the attack on multiple LiDAR
configurations: a 64-line LiDAR (used in the KITTI dataset in
section 5.1), a 128-line LiDAR (used in Autoware in section
5.2), and a low-end 16-line LiDAR from our lab (in section
5.3). This shows that the same vulnerability exists across high-
end multi-beam and cost-effective LiDAR units alike.
Therefore, manufacturers cannot harden only one particular
LiDAR model; they must develop system-level defense and
detection strategies that cover all LIDAR types used in their
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vehicles.

* Monitor for roadside occlusions:

An attacker only needs to hang a low-visibility infrared-
absorbing sheet alongside the road—no hardware tampering is
required—to completely block critical point-cloud regions
when a target vehicle passes (in section 5.3). Original
equipment manufacturers (OEMs) and fleet operators should
be vigilant for suspicious objects hanging or placed near the
roadway during routine inspections. At the software level, they
should implement preprocessing checks that detect sudden
“disappearances” of point clouds in high-priority regions,
raising an alert if these occlusions persist.

* Account for angular tolerance in testing:

As we demonstrated in section 6.1, the attack remains
effective even with a +30° angular misalignment of the
infrared-absorbing material. Therefore, manufacturers must
consider this tolerance into their validation protocols. Testing
protocols should include scenarios where occluding objects
are placed at various angles—within and beyond +30°—to
ensure that stealth occlusions at any angle do not compromise

safety.

6.3 Defense discussion
In this section, we summarize two defense strategies that we
refer to as data-level defense, sensor-level defense.
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6.3.1 Data-level defense

One way to make the model more robust against adversarial
attacks is to expose it to adversarial examples during training,
which is termed adversarial training. We selected samples
ranging from 200 to 1000 from the training

set to conduct an adversarial attack. Subsequently, we fed the
attacked samples into the models and trained them based on
the fine-tuning. Then, we carried out tests on the route 08, 09,
and 10.

For HRegNet model, Fig. 11 shows RTE and RRE show a
rapid downward trend, while RR rises rapidly. When trained
with 1000 samples, the RTE is unexpectedly lower than that
without region-hiding attack, and the RRE and RR nearly
approach the baseline level without region hidden attacks,
demonstrating its anti-attack performance.

For D3Feat model, RTE and RRE fluctuate with a
decreasing trend. When 1000 training samples are used, RR is
close to the results before attack, indicating that this model
could gradually recover its performance under adversarial
sample training.

For GeoTransformer model, when 200 adversarial samples
are used, the RTE and RRE dropped to levels close to pre-
attack results, and the RR increased significantly. However, as
the number of adversarial samples increases, the changes in
RTE, RRE, and RR are all relatively small, suggesting that the
performance of this model tends to stabilize after reaching a
certain number of training samples.
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Overall, through the study of the training effects of
different numbers of adversarial samples, it is found that
adversarial sample training can significantly improve the
robustness of models against region-hiding attack. Although
different models show different performances during the
training process, they can all resist region-hiding attacks to a
certain extent and reduce the impact of attacks on model
performance. This indicates that adversarial sample training is
an effective defense strategy that can be used in practical
applications to enhance the safety and reliability of LiDAR-
based localization module of AV systems.

6.3.2 Sensor-level defense

Although our attack method utilize the black fabric with near-
infrared absorption properties to occlude key regions in
LiDAR point clouds, rendering them difficult to detect by
LiDAR sensors, this approach has a critical limitation: the
fabric remains visible in visual images, particularly when
deployed in unexpected locations (e.g., large patches on
roadside verges). To leverage this vulnerability and enhance
overall system security, we propose a multi-sensor fusion-
based anomaly detection framework:

¢ Vision-LiDAR Consistency Check:

By leveraging the extrinsic calibration between the front-
facing camera and LiDAR, images can be back-projected into
the point cloud. If there is a suspicious object (e.g., black
fabric) detected in the image while the corresponding area in
the LIDAR data shows low point density or a complete void,
it is identified as a potential anomaly.

* Semantic-Based Anomaly Region Perception:

We can train a lightweight semantic segmentation network to
identify typical structures along roadways (e.g., trees, utility
poles, traffic infrastructure) within the scene. When black
fabric is hung on temporary frames, its structural and color
features fall into low-confidence or unknown categories in the
semantic model. Combined with positional features, such
objects can be marked as suspicious objects. The autonomous
driving system can alert passengers to potential threats.

* Auxiliary Spectral Information:

In typical scenarios where visible-light cameras perform
poorly, such as in strong backlighting, low-light conditions, or
under intense glare, the image quality of optical cameras
deteriorates significantly, making it difficult to effectively
identify targets. In such cases, although black fabrics may
exhibit obvious thermal signatures during the day due to their
strong heat absorption, thermal imaging can still provide
valuable perception capabilities in low-light or no-light
environments. At the same time, millimeter-wave radar is
sensitive to low-reflectivity materials and can detect the
presence of targets in environments with poor visibility or
complex lighting conditions. Therefore, in scenarios where
camera performance is limited, greater reliance should be
placed on thermal imaging and millimeter-wave radar as the
primary sensing modalities. By employing a multi-sensor
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fusion strategy, the system’s target recognition capability
under complex lighting conditions can be significantly
enhanced.

6.3 Limitation and future work

Our key region removal attack strategy has several limitations:
* For keypoint-free models like GeoTransformer, if attackers
hide too many key regions, they may achieve the attack in
some scenarios, but it is too noticeable. If attackers only cover
a few key regions, it is hard to achieve the attack goal.

The constraints on the locations of the extracted key points, if
all key points are located in areas that are inaccessible to
humans, it will be impossible to carry out field deployment.

* Obtaining key points for each point cloud registration model,
Every

respectively is intricate.

registration model varies

quite demanding and
in feature point extraction
mechanisms and matching algorithms, which means that
different registration models may produce key points at
different locations. Consequently, in field deployment, we
need to deploy the selected positions extracted by each model,
separately, which is quite labor-intensive and time-consuming.
Therefore, we will propose a model that can select universally
high-contribution key points among different registration
models, which can greatly simplify the laborious task of
correspondence extraction and reduce the workload of the
field deployment.

7. Conclusion

This paper studies the impact of key regions removal attack on
deep-learning-based LiDAR-based localization system.
Extensive evaluations show that our Top-K attack consistently
outperforms other schemes such as Rand-K and Min-K attack
scheme. For HRegNet, removing top k correspondences with
the highest contributions led to a significant degradation in its
registration performance. For D3Feat, removing Top-K key-
points achieves a comparable adverse effect. Even for the so-
called keypoint-free network GeoTransformer, its registration
performance dropped sharply when a reasonable number of
Top-K superpoints are removed. We also conducted a region
removal attack on the localization module (using the NDT
algorithm) of the Autoware platform. Despite the support of
GPS and IMU, our attack remained effective. Based on our
findings, we also carry out a physically realizable attack. The
physical experiment results show that deploying some near-
infrared absorbing cloth in front of key regions could achieve
our attack objective. Finally, we proposed two effective
defense strategies to mitigate the threat. Among them, we
implemented a data-driven defense strategy. Training different
numbers of adversarial samples could enhance the model’s
defense effect against the DisorientLiDAR attack. Overall, our
study filled a research gap in the security of point cloud
registration for autonomous vehicles.
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