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Abstract

Vehicular Ad-Hoc Networks are very necessary in Intelligent Transport Systems whose primary goal is to enhance safety in
transportation by transmitting real time messages on accident notifications and traffic status. The dynamic nature of the
vehicular networks makes them susceptible to malicious vehicles as these vehicles exploit and disseminate messages that
have false information. It is imperative to identify and prevent these malicious actors so that integrity is preserved in the
network. Another important aspect is privacy preservation whereby the real identities are not exposed and misused. To
address these concerns a Privacy Preservation Blockchain Based Authentication Scheme approach is proposed. The solution
is executed in Linux environment running Ubuntu 20.04 within a Docker Container that stimulates the network. The approach
leverages Blockchain Technology that is known for its tamper resistant ledger which is managed via a peer-to-peer network.
The approach assigns pseudo IDs to authenticated vehicles which ensures privacy for users. Every transaction saved in the
Blockchain is hashed and subsequent transactions are built on the previous hash which makes tampered data easily
detectable; this maintains data integrity and prevents unauthorised transactions. Results demonstrate the scheme’s
effectiveness as it promotes faster authentication and encryption as compared to alternative methods especially in scenarios
where there’s increase in vehicle density.
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1. Introduction

Vehicular Ad-Hoc Networks(Vanets) are a crucial component
in Intelligent Transport Systems(ITS).ITS aims to achieve safe
and efficient transport systems. Vanets are a network of
continuously moving nodes that connect in an AdHoc
manner.['! The Vanet emerges as the vehicles connect and this
type of network serves as a crucial component of Intelligent
Transport Systems(ITS). Vanets facilitates achievement of ITS’
objectives by disseminating information regarding road
accidents and traffic conditions within the area.? If a vehicle
sends a message to other vehicles of an accident that has
occurred then the other vehicles can decide to change their
routes and avoid that route. A message can also be about traffic
conditions for instance if there’s a lot of congestion in a
particular route then the vehicles can also opt for another route.
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Fig. 1 shows a vehicle reporting to other vehicles that an
accident has occurred.

Due to increase in the numbers of vehicles in the network,
security and privacy concerns need to be addressed.! Vanets
due to network structure promotes security concerns. It is a
wireless network and any vehicle within the range can transmit
messages and also find out the real identities of vehicles. Some
of the attacks found in Vanet are:

Sybil Attack: The attacker creates many vehicles with
similar identity or can steal multiple identities in the network
and mislead others by sending misleading or wrong messages
in the network that benefit the attacker.[!

Replay Attack: The attacker will listen to messages that are
being passed in an established connection. The attacker then
replays the messages that were sent between them. The
attacker makes them think that they are communicating with
each other.[

Message Alteration: This is when the attacker changes the
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contents of a message that has been sent in the network.™

1.1 Problem statement and motivation

Securing a Vanet is very key and authentication and privacy
schemes are very vital in securing a Vanet. Authentication is a
process that will allow only authorized or legitimate entities.
Authentication is the first step to prevent malicious vehicles
from joining the network. In the process the transmitter signs
the message and then the recipient verifies the message.l!
Messages are very vital in Vanet so securing these messages is
very important. Authentication helps us to be sure of the
source of the message that has sent and it also confirm integrity.
Privacy also ensures security in a Vanet by providing
anonymity. Privacy protects the individual by hiding the
identity of the user. In a vehicular network it is vital not to
expose the real IDs of the vehicles so that malicious vehicles
cannot steal the IDs of the users and perform certain attacks
like the Sybil attack. In order to have a secure and efficient
communication a reliable solution is required. Blockchain
technology is the central technology behind Bitcoin.!! The e-
cash system uses a peer to peer method. The approach is
decentralized and has a ledger where every node a copy of the
database is managed by a node from the network. This
technology is a good solution for Vanets because it provides a
good data sharing platform whereby authenticated vehicles,
activities in the network and messages will be shared.”® Since
the technology is peer to peer it allows a distributed network
architecture that supports vehicles moving at high speed which
is one of the characteristics in a vehicular network and the
distributed architecture also supports the frequently changing

network topology of a vehicular network. The nodes operate
in such a way that they are able to accept or deny information
sent by the other nodes and this makes them not waste
resources by accepting unverifiable information. This process
makes it improve network delay in the vehicular network.[! In
a vehicular network large amounts of data is transmitted
between the vehicles and RSUs and one of the main concerns
is large data storage. Blockchain is a solution to these scalable
networks in that it is able to handle large amounts of data by
applying data management schemes to the blockchain unlike
traditional centralised methods that will be over swamped by
too much data and cause a single point of failure. (!

The proposed approach is a Privacy Preserving
Authentication Approach that verifies the real identities of
vehicles. The approach allows a vehicle to present their
vehicle ID to the Authentication Manager and this is verified
against the list of already known Vehicle IDs.

The approach promotes privacy preservation in that once a
vehicle is authenticated it is given a pseudo ID that will be
used it will use when communicating in the network and this
can not be traced to the real Identity of the vehicle. This also
prevents the malicious users from stealing the IDs of the legit
vehicles and use them in the network.

A blockchain is also used in this approach that saves every
transaction like vehicle authentication in the chain. Each
transaction is hashed and given a timestamp. Any transaction
that is done after that particular transaction is also hashed and
the hash is built from the previous hash. Any manipulation of
data will be detected because previous hashes are already
recorded in the chain. This promotes message integrity and

Relay rnr‘-ssagé.;*\ e
Lo next car

Q&

Fig. 1 Typical Vanet Scenario with vehicles announcing an accident.
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also message alteration or tampering is avoided.
The blockchain also enhances decentralised architecture
which prevents a single point of failure in the network.

1.2 Related work

Vanets due to its structure of open access brings a lot of
challenges in security and privacy so these issues need to be
dealt with before implementation in the real world. Feng et a/
(2021) uses a centralised method where by the TA which is a
Law Enforcement Authority (LEA) distributes certificates for
RSU’s and vehicles.”? SEMA model approach by Wang et a/
(2021) has groups and the RSU generates keys for the local
group. TA manages the global group and distributes real
identities of the vehicles and the RSU’s and also the
pseudonyms.B®! Lee et al (2021)P approach has a TA that
authenticates keys for the users. Aghabagherloo et al (2022)
approach uses a bit of decentralised method but has high
computational overhead.'”! Luo et a/ (2022) also uses a
centralised structure in which TA comes up with keys for
users.[''! While all these approaches are able to solve the
security challenge. The security is not distributed across the
network which promotes one point of failure. This approach
also puts a lot of computational overhead on the central device.
Blockchain arranges data in order that they are created and the
nodes in the network share this data.l’ An example of is
Bitcoin which is a decentralised system used in e-cash. Fig. 2
shows how the transaction processes happen in Blockchain
technology. Each transaction is inserted with a hash. The Hash
is unique to each block and any modification causes change to
the hash.”! The technology promotes a decentralised,
distributed and immutable network. These characteristics that
enhance security are some reasons why researchers are
implementing it in Vanets. Lu ef al (2019)1?! uses blockchain
technology and implements a privacy-based authentication
scheme. It uses a distributed authentication with the data
structure that it implements. For privacy it gives a vehicle
multiple certificates and it links these certificates to the real
identity. The disadvantage with the approach is that there are
too many certificates for vehicles. A traceable system for
authentication based on blockchain including preservation of
privacy is used by Zheng et al (2019).9 It makes use of
pseudonyms to employ anonymity among the vehicles. Only
the CA knows the identity of the vehicle and CA is highly
secure. Disadvantage is that if less RSU’s than malicious
nodes then transactions will be changed. Liu et al (2019)3]
proposes an approach that uses group signatures for
authentication and the every message sent in the group has to
be verified by other witnesses in the network using a method
called trust calculation. This verification does not reveal the
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identities of the users. Malicious vehicles are identified by
checking the public addresses in the blockchain. The
drawback of the approach is that parameters of the scheme not
completely set. Wang et al (2020)!'4 approach makes a vehicle
generate an encrypted message and transmits to RSU who
verifies that message inside the blockchain. The scheme also
allows the vehicle to search for a service in the network and
this search uses keywords. A ciphertext is created for the
search and the reply of this service is re-encrypted using an
attribute-based proxy. Drawback 1is computation and
communication costs. These a bit higher than other approaches.
A trust management scheme based on block chain approach is
used by Zhao et al (2021).1%1 The approach uses an identity-
based group signature and also employs calculation of
reputation of vehicles which is the most effective thing in the
approach. The drawback is slightly high communication
overhead especially on the signature in comparison with other
schemes. A secure message handling approach is proposed by
Muhammed, Javed et al (2022)!'% using blockchain. They also
introduce an artificial intelligent file system that is
implemented that reduces storage cost and improves data
availability. It also employs usage of pseudonyms that are
updated after some time. Drawback is computation overhead.
Yang et al (2022)!'7 introduces an approach that uses
multidomain authentication instead of having a single
administrative domain. The multidomain uses blockchain
technology and this enhances dispersed sharing of information
in different domains. Drawback is that as number of domains
increases the delay in vehicle enrolment also increases. In
order to assist miner nodes verify and identify such messages,
an approach is developed by Khatri N et al 2023 with a unique
clustering method for handling event messages in VANETSs
using Blockchain Technology. This method improves K-value
selection, reduces computational costs, and solves issues with
K-Means clustering. The results obtained show that this
algorithm performs more effectively than K-Means and other
clustering approaches in terms of accuracy, precision, recall,
and computing cost.['*]

Subramani et al 20230 with the goal to enhance security
and privacy proposes an innovative approach to authentication
that utilises fog computing using blockchain. By taking benefit
of mobility support, decreasing latency, and tracking locations,
it effectively addresses these issues. Physical security is
enhanced by the decentralised blockchain, that secures vehicle
data without maintaining secret keys. Compared with other
methods of a similar kind, this one provides adequate safety
and

with fewer requirements for computing, storage,

communication.[!*]
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Fig. 2 Transaction process in blockchain.

2. Method

To enhance privacy and secure message authentication in a
Vanet, the following model is used as in Fig. 3. The model
consists of the following layers which are the message
dispersal layer, management layer then the blockchain layer.
In the message dispersal layer is where the vehicles generate
messages and transmit to to the RSU’s. Vehicles will first have
to be authenticated by the Authentication manager that is in
the Management layer.?”! Once authenticated then they can
proceed to send messages. The last layer is the blockchain
layer. This consists of different RSU’s that have a peer to peer
network. The RSU’s oversee the whole network. Data that has
been generated in the first layer is transmitted to this layer. The
RSU that receives the data will create a transaction of that data
and generate a hash for that particular transaction using
Blockchain technology. Once the hash of that data has been
created then the RSU broadcasts that data to the rest of the
RSU’s in the layer.?! Table 1 shows the acronyms used in the
document.

Table 1. Acronyms used in document.

Acronym  Description

Certa Certificate for a
Certy Certificate for b
PID. Pseudo ID a

PIDy Pseudo ID b

VIDsb Vehicle ID for a

H Hash

Pka Private Key for RSU
Dxa Message

ConnM Connection message
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The proposed model as shown in Fig. 3 has the following
components:

A. Vehicles

Vehicles generate messages and transmit these messages
across the network. Messages created announce the traffic
status. Vehicles firstly get authenticated with Authentication
Manager as depicted by step 1. Once authenticated it is given
PID and keys as in step 2. The vehicles are equipped with an
OBU that stores the keys (public and private keys).?”) Another
vehicle joining the network will also need to be authenticated
as in Step 5. After authentication it can access the messages
sent by other vehicles in the network as in step 6.

B. Authentication Manager/RSU

RSU is also an authentication manger in this model. Using the
blockchain technology the RSUs are connected in a peer-to-
peer setup. This means all the RSUs have access to the same
information and no RSU is superior over the other RSUs. The
RSU authenticates vehicles in the network and then saves that
information in the blockchain and broadcasts that information
to other nodes in the layer and these are shown by steps 3 and
4. If one RSU is not available the rest of the RSUs still have
the information of the network.

C. Blockchain

To prevent altering of records and promote a decentralised
system the blockchain is used. Blockchain has data blocks and
a hash is used on each block.?I Each information that the RSU
saves to the blockchain is recorded in form of transactions.
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Fig. 3 The proposed method system model.

The hash is used to verify data genuity by computing the hash.
Data in this chain is also accessed by all the RSUs in the layer
which enhances the peer-to-peer network.>

The flowchart in Fig. 4a show the process of a vehicle
getting authenticated in the network. Vehicle sends a
connection message and if authentication manager verifies
vehicle, then it is given a pseudo-ID if not message is ignored.
Sequence diagram in Fig. 4b shows the processes in the
proposed model. When a vehicle is in the range it will send a
connection message to the authentication manager. The
authentication manager receives the ID of the vehicle and its
certificate. The authentication manager verifies the details of
the vehicle. In the model the assumption that the
authentication manager has a list of valid vehicle IDs.I>! If the
verification is successful the Authentication manger produces

a pseudo ID for the vehicle and also keys sends to the vehicle.
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The vehicle stores this information in the OBU. If the
verification is not successful then the authentication manager
ignores the message. If the vehicle is legit then the message is
resent otherwise the vehicle might be a malicious vehicle
trying to get connection into the network.12®!

The privacy preserving scheme that has main entities
which are a set of RSUs and these also play the role of
authentication manager. The RSU use the blockchain network
as they authenticate devices and broadcast messages. The set
of vehicles in the network that range from {Va,Vb.......... Vi}.
The assumption is that the vehicles and RSU have already
obtained their certificates. The blockchain builds the system
for Elliptic Curve Cryptography (ECC) for the digital
signatures and hashes (HO, H1....... He} for the transactions.?”
The RSU/Authentication Manager provides a place for vehicle
identity authentication. Elliptic Curve Cryptography is a
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Fig. 4 Flowchart and Sequence diagrams of proposed approach.

technic based elliptic curves over finites fields. It can be
applied to construct digital signatures.?®! An elliptic curve is
written as follows:??”!
y2 =x3 +ay + b (mod p)
In this case a and b are constants that qualify the properties of
elliptic curve which is:
4a3+27b2+0
For key generation the sender selects k an integer randomly
where (1<k< n-1) and this number randomly selected will be
private key. For public key Psender the formula is:
Psender =k * q
where q is a fixed point on the curve.
To sign a document, compute the hash of the message and
obtain a hash value. So, if the message is M the hash value is
h(M).BT A random number d is generated that is within the
range of (1<d<n-1). Calculate another temporary point o
which is a =d*q (a is the point on the curve too.)P!! The
signature S is calculated as:
s=(h(M)+k*x(R))/d mod n
where x(a)) is the point a on the x coordinate. The digital
signature (s,Q),where ¢ is also Point a the x coordinate.*?
Signature verification is done in the following way. Ensure
that s and t are in the range of (1<t< n-1). Then calculate the
message digest h'(M) and compare with received h(M).
Compute a verification point E where,
E=(s-1)* h'(M)*q+( s-1)* ¢ *q.

If x-coordinate of E is equal to @ then signature is valid else

6| Eng. Sci., 2024, 28, 1073

no valid.??

The RSU’s are peer nodes build the blockchain according
the proposed model.

authenticates the vehicles as in the Table 2. In order to promote

to An authentication manager

privacy of vehicles the Authentication manager generates a
Pseudonym ID with a certificate attached to it. This is uniquely
mapped to the vehicle’s real ID and it the real ID cannot be
extracted from this pseudonym.

Table 2. Steps for vehicle authentication process.
1 Va = Auth Ma01 n:<VID,, Certa, other details>
Auth Man V*'&—3 VID,:<Verify (VID,, Certa)
Auth Man 3 Hash:<Ho(PIDa|[Pka)

Auth Man — Blockchain: <Txi(Ho)|| PIDa||Pka >
Auth Man — V.:<PIDq|cert|| ECC(Pka, Dka>

[ I N ]

The connection of a vehicle has the following steps:
Step 1: Vehicle ID and certificate
Authentication Manager.

transmits it to
Step2: Authentication manager authenticates this vehicle by
verifying its ID and certificate. It then generates the
pseudonym ID of the vehicle and also produces an ECC
Public-Private keys Pka and Dka.

Step 3: Authentication manager calculates a hash HO
=PIDa||Pka to authenticate vehicle identity and to store this
information to be used in the future.

Step 4: The authentication manager creates a transaction
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TX1(HO)|| PIDa||Pka and this is stored in the blockchain and
all RSUs get that transaction.

Step 5: Connected vehicle gets the Certificate, Pseudo ID and
the private and public key pair and stores this in the OBU.
The vehicle will want to communicate about the traffic
conditions. It will generate a message M. The steps are in
Table 3.

Table 3. Steps for sending messages.
1 Vi —»RSU:<H;(M|[PID4|M]| PID, >

RSU @y, H'1:<Calculate H'i: (M|[PIDa|)
RSU <2y, Hy:<Compare H'i= Hy if true, pack up Tx2
RSU packs oy Ty : <Txa(Hu1)|| M||PID||timestamp >

(O I N "> I )

RSU stee_y, Blockchain:<calculate H3(Tx2)>

Step 1: Vehicle sends message M to RSU and hashes with
pseudo ID.

Step 2: The RSUs only verify integrity of message since the
vehicle has already been authenticated.

Step 3: If calculated hash is same as sent hash then the RSU
creates a new Tx2.

Step4: RSU saves this message in the transaction and content
is Tx2(H1)|| M||PIDal|timestamp.

Step 5. This transaction is hashed H3 and the saved in the
chain and broadcasted to other peer nodes.

3. Results and discussion

3.1 Experiment setup

Real World: Real traffic scenario was extracted from Greater
Noida, New Delhi on busy streets using Open Street Map and

Fig.
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5 Real traffic selected in Greater Noida, India.

this scenario was imported into SUMO as shown in Fig. 5.
This was then imported into sumo and the simulation results
obtained. Fig. 6 shows the simulation in Sumo. The scheme
was implemented in python 3.12 using laptop Intel core i7
processor 13thGen with 16GB RAM and on Linux
environment running Ubuntu 20.04 in a docker container. The
docker container simulated the network. For the authentication
process a vehicle presents their VID and then the
authentication manager verifies that ID and once the
verification is done this vehicle is authenticated and that is the
pseudo ID of the vehicle.

Figure 5 shows the real traffic scenario selected from
Greater Noida in India from the busy streets in Greater Noida.
The real traffic simulated in the SUMO software and shown in
the Fig. 6.

3.2 Security analysis

Privacy Preserving: The vehicles are given pseudo IDs after
they have been authenticated. These IDs are stored in the
blockchain. The pseudo-IDs given cannot be traced to vehicles
true identity. When vehicles are communicating they only use
this pseudo ID and this prevents malicious vehicles from
getting the real ID of the vehicle and get authenticated.

Replay Attack Prevention: The information stored in the
blockchain contains a unique identifier called a transaction.
All transactions have a unique identifier so any transaction that
comes with a similar transaction number to the ones already
stored will be rejected and this will avoid replay attack in the
network.

2| Generate Scenario

Position

1= Wloreaternoioangia | seerch |
28.457073 77513765 | Go'to |
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g
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Fig. 6 Simulating the traffic in Sumo.

Message alteration Prevention: Each transaction is hashed.
Any current hash is built from the previous hash. If there is
any change in the information then the hash will be different
so this will promote message integrity in that message will not
be changed that have already been added to the blockchain.

3.3 Performance analysis

The performance is measured by calculating average delay in
milliseconds(ms) that it takes for the wvehicle to be
authenticated and also given the pseudo ID. Fig. 5 shows the
time it takes to do the authentication. The approach is
compared with competitive scheme.!”10:11]

To find the average delay of authentication process firstly
the number of vehicles in a particular instance was calculated.
To find number of vehicles in a given instance lets say in
100ms(milliseconds). TRi symbolises time received for ith
node. Assumption is made to find number of nodes from Oms
to 100ms which is 0< TRi<100.Given TRi as the Time
Received for the ith node.Then the number of nodes in an

8| Eng. Sci., 2024, 28, 1073

instance can be represented as:

1if 0 <x <100
{ 0 otherwise
N= Y2, I(TR;)
N is number of vehicles which are found in an instance. For
each vehicles in the network 1 to z time received is checked.
If 0< TRi<100 then function contributes 1 to sum otherwise if
condition not satisfied then 0 is returned.

During authentication some vehicles that are malicious
will try to get authenticated. To calculate number of malicious
vehicles an indicator function A that represents if a node is an
attacker based on status S. Status is false if attacker vehicle.
That means authentication is rejected because false node
detected. Status is True if legit node and the vehicle is
authenticated.

{1 if S =False

0if S =True

The total number of malicious vehicles at a given time is
calculated as:

© Engineered Science Publisher LLC 2024
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Fig. 7 Authentication process.

T= Xi-1J(S) * I(TR)

T is the number of malicious nodes. If status is false it means
that there is false node and this contributes 1 to the sum. If
status is true then it is not a malicious node therefore it
contributes 0.

The Fig. 7a shows the proposed method average delay as
the number of vehicles increase at a given time. The proposed
method is compared with other approaches in Fig. 7b. The
results show that as number of vehicles increase the
authentication process is still faster than the other schemes.

following parameters are used to calculate:
TS=Time Started, TF=Time Finished, WS=Work Size,
S=Status (which is 1 if true and) if false)
Computational Process for a period of time is a vehicle is
authenticated and sends a message in network.
TF-TS .
“ws U571
0 otherwiseif S =0

If a vehicle is authenticated then S is true, the work done over
the period of time is calculated as

For computational process of authentication also 7r-ts
processing of given messages at a particular time, the WS
Computational Overhead Comparison of Computational Overhead for 500 messages
1000 500
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E €Y ()
gsm 30
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Em §oa
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Fig. 8 Computational overhead as messages are processed.

© Engineered Science Publisher LLC 2024

Eng. Sci., 2024, 28, 1073 |9



Research article

Engineered Science

If a vehicle is not authenticated then S is false and 0 is
returned.

To calculate the average encryption time for messages the
following are taken into consideration. The start time for
encryption (Enc S) and the end time of the encryption (Enc F).
For a given message M. The time to encrypt this message will
be calculated as:

Enc F(M)-Enc S(M)
The average encryption time is calculated as:

m

Enc F(M) — Enc S(M)
Z WS x N

i=1

The computational overhead was checked by number of
messages being transmitted at a time and the average time in
milliseconds(ms). The results are shown in Fig. 8.

4. Conclusions

Authentication plays a pivotal role in network security by
thwarting unauthorized access attempts. Once a malevolent
vehicle is identified, it mitigates the issue of malevolent nodes
disseminating harmful messages. In the unlikely event that
such messages manage to circumvent the security measures,
the employs
transaction identifiers, promptly rejecting any duplicates. Data
blocks undergo hashing, with each block's hash generated
from the preceding one. The identification of identical hashes

implemented blockchain system unique

results in message rejection, reinforcing the defense against
malicious messages. The drawback of the approach is that as
we keep increasing the number of transactions in a block then
we find that the block creation is delayed than other methods.
A tradeoff is required between security and computational
overhead. Blockchain technology fosters decentralized and
peer-to-peer network architectures, as evidenced by superior
computational efficiency and faster authentication processing
in the proposed approach. Future research will focus on
optimizing blockchain performance within Vehicular Ad Hoc
Networks (VANETS:).
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